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Foreword

Web 3.0, based on blockchains and decentralised data, is often discussed
from the point of view of its drawbacks. When people are asked about the
threats of the decentralised web, AI comes up first as presenting challenges
concerning privacy, security, crime, and environmental impact.

On the other hand, the advantages of blockchain technology are seen as
transparency, efficiency, and decentralised management. In a decentralised
model ground rule, data protection and trust are needed in a whole new way.
To be part of the next phase of the internet, we need to understand Web 3.0
and phenomena that will be involved.

In this memorandum, we have summarised the main phenomena where
Web 3.0 can offer opportunities and solutions, but we also highlight the
other side of the coin. The aim of the memorandum is to provide a
wide-ranging assessment of how Web 3.0 can affect the world around us.
The articles cover ten topics, looking at the threats and opportunities of a
decentralised web from economic, social, cultural, and ecological perspec-
tives, or in combination.

The topics covered in the memo are energy consumption, supply chain
traceability, changes in organisational forms, virtual spaces, the transforma
tion of social media, the potential of democracy, the transformation of the
creative economy, the role of cryptocurrencies in global politics, decentral-
ised financial services and money laundering and crime. In the spring of
2023, Sitra published the study “6+1 Recommendations for Finland - How
can Regulation Boost the Prerequisites for Web 3.0 business?” It will not be
possible to implement the recommendations on a broad front if we do not
better understand the opportunities and threats entailed by Web 3.0 from
different perspectives. Because blockchains are still a relatively new technol-
ogy, their regulation lags behind their development.

The Web 3.0 paradigm involves a strong emphasis on privacy protection.
This is exactly what makes it an interesting opportunity. A decentralised
internet may be fairer than the current one, which means that there is the
scope to build a people-centred, fair data economy based on European val-
ues. We hope that the articles in this memorandum will provide readers with
valuable information and perspectives on the sustainability of Web 3.0 phe-
nomena.

We would like to thank all the creators who have enabled a broad assess-
ment of the topic. In addition, a big thank you to the Miltton team who
helped make this happen. It is in all our interests to understand how we can
create a more sustainable future within the Web 3.0 development.

Helsinki, August 2023

Kristo Lehtonen Helena Mustikainen
Director, Fair Data Economy theme  Senior Lead, Web 3.0 project
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Summary

Web 3.0 is a development phase of the Internet that aims to provide services
that facilitate decentralised decision-making and commerce.

Decentralised decision-making may use decentralised autonomous
organisations (DAO) and commerce may use cryptocurrencies or non-fungi-
ble tokens (NFTs), for example, typically authenticated by blockchains. Web
1.0 refers to the early days of the internet, when web pages could only be
read, while Web 2.0 refers to the current stage of the internet’s development,
where interactive web services are the norm.

The development of Web 3.0 offers many opportunities, but there are
also concerns and risks. This new era of the Internet has the potential to
revolutionise the way we interact with each other and with the world. We
need more information to realise the full potential of this development and
for us to be able to prepare for the risks. We also need a clear vision of how
sustainable the current development is for the economy, the environment,
society, and culture. Will everyone be included in the development or will
Web 3.0 increase inequality? Will Web 3.0 lead to increased money launder-
ing and crime? And how significant is the energy consumption that Web 3.0
technologies will require?

This collection of articles explores the financial, social, and cultural
sustainability of Web 3.0 development and the related key technologies. It
also takes a closer look at the various phenomena associated with Web 3.0.
The collection comprises 10 articles by creators who are experts in both Web
3.0 development and sustainability.

Will Web 3.0 lead to a fairer social media and a
more transparent democracy?

The power of the digital giants is growing, and the list of problems with
social media is a long one. Social media services based on Web 3.0 technolo-
gies provide new alternatives, promising users the power to manage their
own data. Heikki Aura and Jukka Vahti consider whether Web 3.0 will
bring us a new age of social media.

The status of democracy has been weakened by many crises and social
media. The article by Joonas Leppédnen and P-J Hyytidinen explores block-
chain technologies to help democracy in danger of decay. At the very least,
blockchains could significantly increase the transparency of electoral sys-
tems.

The Web 3.0 development path has brought with it a new way of organ-
ising. Old models are being challenged by decentralised autonomous organi-
sations (DAOs) using blockchain technology. Marja Konttinen and Helena
Mustikainen argue that the appeal of DAOs lies in a new kind of commu-
nity, flexibility, and dynamism, but that they are also vulnerable to risks and
manipulation.


https://www.sitra.fi/en/dictionary/decentralised-autonomous-organisation-dao/
https://www.sitra.fi/en/dictionary/decentralised-autonomous-organisation-dao/
https://www.sitra.fi/en/dictionary/non-fungible-token-nft/
https://www.sitra.fi/en/dictionary/non-fungible-token-nft/
https://www.sitra.fi/en/dictionary/blockchain/
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The development of three-dimensional virtual worlds is still in its
infancy, but metaverses are expected to change how businesses operate in the
same way that the initial introduction of the internet did. To make the most
of the metaverse’s development, companies and organisations that use it need
more strategic insight, write Mika Ruokonen and Paavo Ritala.

Web 3.0 is both good and bad from an
environmental perspective

Future Web 3.0 technologies can offer solutions to many sustainability chal-
lenges, but at the same time, they consume enormous amounts of energy and
natural resources. For the new technologies to be able to lead us to a genuinely
better world, their energy consumption and other environmental impacts need
to be systematically assessed. Lotta Toivonen and Heidi Kalmari ask how the
future Web 3.0 can be kept within the Earth’s carrying capacity.

Can Web 3.0 technologies be used to prevent harmful environmental
impacts and promote the circular economy? Businesses can use blockchains
to implement their corporate social responsibility more ambitiously and
improve their environmental footprint by providing more accurate informa-
tion about the real environmental and human rights impacts of value chains,
write Mari Pantsar and Kristo Lehtonen.

Blockchain used to destabilise and renew
economic structures

Decentralised financial services have become increasingly popular in recent
years. This new financial world built on blockchains is attracting professional
investors as well as fraudsters and criminals. Although the hype has died
down and the problems have become visible, the new money system might
be here to stay, writes Thomas Brand.

The digital operating environment has ushered in a new creative era in
which art and its institutions are undergoing a complete transformation.
Web 3.0 technologies offer creators the opportunity to reshape their content
and art, as well as the way in which the value, ownership and remuneration
of artworks and the associated sharing of risks and profits are defined. For
institutions such as museums, this era means a complete reinvention of their
entire concept, argue Kimmo Levd and Akseli Virtanen.

Cryptocurrencies offer an attractive alternative for countries that want to
be free from the “dominance of the dollar” Can cryptos change the status of
the dollar and form the basis of a new economic system? This is the ques-
tion addressed by Alku Sirén and Risto E.J. Penttili.

Web 3.0 technologies have been rapidly adopted for money laundering
and criminal activities, but the trend can also be reversed in a direction that
promotes security and trust, writes Patrik Elias Johansson. Regulation is
needed, but it is also a question of who is faster - the cops or the robbers.
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Tiivistelma

Web 3.0 on internetin kehitysvaihe, jonka tavoitteena on tarjota hajautettua
péaatoksentekoa ja kaupankdyntida mahdollistavia palveluja.

Hajautetussa padatoksenteossa voidaan hyodyntia esimerkiksi hajautet-
tuja itsendisid organisaatioita (DAO) ja kaupankdynnissa kryptovaluuttoja tai
digitaalisia hallintatodistuksia (NFT), jotka tyypillisesti varmistetaan lohko-
ketjujen avulla. Web 1.0 viittaa internetin alkuaikoihin, jolloin verkkosivuja
pystyi vain lukemaan ja Web 2.0 internetin nykyiseen kehitysvaiheeseen,
jossa vuorovaikutteiset verkkopalvelut ovat valtavirtaa.

Web 3.0 -kehitykseen liittyy paljon mahdollisuuksia, mutta myds huolia
ja vaaroja. Uusi internetin aikakausi voi mullistaa tapamme olla vuorovaiku-
tuksessa toistemme ja maailman kanssa. Jotta kehityksen potentiaali nousee
tdyteen mittaansa ja toisaalta riskeihin osataan varautua riittavasti, tarvitaan
lisda tietoa. Tarvitsemme my0ds hyvan ndkyman siihen, miten kestéva kayn-
nissé oleva kehityskulku on niin talouden, ympériston kuin yhteiskunnan ja
kulttuurin kannalta. Pddsevatko kaikki kehitykseen mukaan vai lisddko web
3.0 eriarvoisuutta? Lisddko web 3.0 rahanpesua ja rikollisuutta? Entd kuinka
merkittdvad on web 3.0 -teknologioiden vaatima energiankulutus?

Témad artikkelikokoelma avaa web 3.0 -kehityksen ja siihen keskeisesti
linkittyvien teknologioiden taloudellista, sosiaalista ja kulttuurista ja ekolo-
gista kestavyyttd. Samalla se avaa tarkemmin erilaisia web 3.0 -kehitykseen
liittyvid ilmio6itd. Kokoelma koostuu kymmenesti tekstisté, joiden kirjoittajat
ovat niin web 3.0 -kehityksen kuin eri kestédvyysteemojen asiantuntijoita.

Tuoko web 3.0 reilumman somen ja entista
ehomman demokratian?

Digijattien valta paisuu ja sosiaalisen median ongelmien lista on pitkd. Web
3.0 -teknologioihin perustuvat somepalvelut tarjoavat uusia vaihtoehtoja,
joissa kayttdjille luvataan hallinta omiin tietoihinsa. Heikki Aura ja Jukka
Vahti pohtivat, rakentaako web 3.0 meille uuden somen aikakauden.

Monet kriisit ja sosiaalinen media ovat heikentdneet demokratian tilaa.
Joonas Leppisen ja P-J Hyytidisen kirjoituksessa mietitddn, voisivatko loh-
koketjuteknologiat muodostaa rappeutumisvaarassa olevalle demokratialle
yhden pelastusrenkaan. Ainakin lohkoketjut voisivat tuoda vaalijarjestelmiin
reippaasti lisda lapinakyvyytta.

Web 3.0 -kehityskulku on tuonut mukanaan uuden tavan organisoitua.
Vanhoja malleja haastetaan hajautetuilla ja itsendisilld organisaatioilla
(DAO), jotka hyodyntavit lohkoketjuteknologiaa. Marja Konttisen ja
Helena Mustikaisen mukaan DAO:t houkuttelevat uudenlaisella yhteisolli-
syydelld, joustavuudella ja dynaamisuudella, mutta samalla ne ovat alttiita
riskeille ja manipulaatiolle.


https://www.sitra.fi/tulevaisuussanasto/hajautettu-itsenainen-organisaatio-dao/
https://www.sitra.fi/tulevaisuussanasto/hajautettu-itsenainen-organisaatio-dao/
https://www.sitra.fi/tulevaisuussanasto/digitaalinen-hallintatodistus-nft/
https://www.sitra.fi/tulevaisuussanasto/lohkoketju/
https://www.sitra.fi/tulevaisuussanasto/lohkoketju/
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Kolmiulotteisten virtuaalimaailmojen kehityskulku on vasta alussa,
mutta metaversumien odotetaan muuttavan yritysten toimintaa kuten inter-
net aikanaan. Jotta metaversumi-kehityksestd saadaan parhaat hyodyt, tarvi-
taan sitd hyodyntaville yrityksille ja organisaatioille lisaa strategista néke-
mystd, kirjoittavat Mika Ruokonen ja Paavo Ritala.

Ympariston kannalta web 3.0 on seka hyvis etta pahis

Tulevaisuuden web 3.0 -teknologiat voivat tarjota ratkaisuja moniin kestavyys-
haasteisiin, mutta samalla ne kuluttavat valtavasti energiaa ja luonnonvaroja.
Jotta uudet teknologiat voivat aidosti johdattaa meitd parempaan maailmaan,
on niiden vaatimaa energiankulutusta sekd muita ymparistohaittoja tarkastel-
tava systemaattisesti. Miten tulevaisuuden web 3.0 saadaan pysyméan maapal-
lon kantokyvyn rajoissa, kysyvit Lotta Toivonen ja Heidi Kalmari.

Voidaanko web 3.0 -teknologioiden avulla ehkaisté haitallisia ymparisto-
vaikutuksia ja edistdd kiertotaloutta? Lohkoketjujen avulla yritykset voivat
toteuttaa kunnianhimoisemmin yritysvastuutaan ja parantaa luontokadenjal-
keddn, silld niiden avulla saadaan tarkempaa tietoa arvoketjujen todellisista
ympadristo- ja ihmisoikeusvaikutuksista, kirjoittavat Mari Pantsar ja Kristo
Lehtonen.

Lohkoketjuilla horjutetaan ja uudistetaan
talouden rakenteita

Hajautetut rahoituspalvelut ovat viime vuosina kasvattaneet voimakkaasti
suosiota. Lohkoketjujen paille rakentunut uusi rahoitusmaailma houkuttelee
niin ammattisijoittajia kuin huijareita ja rikollisia. Vaikka ongelmatkin ovat
hypanneet silmille, voi uusi rahajarjestys silti olla taélla pysyvasti, kirjoittaa
Thomas Brand.

Digitaalinen toimintaymparistd on kdynnistanyt uuden luovan aikakau-
den, jossa taide ja sen instituutiot ovat tdydellisessd muodonmuutoksessa.
Web 3.0 -teknologiat luovat luoville tekijoille mahdollisuuksia muotoilla
uudelleen paitsi sisdlt6jddn ja taidettaan myds sitd, miten tdiden arvo, omis-
tajuus, palkkiot ja niiden tuotannon riskien- ja voitonjako maéritelldaan.
Instituutioille, kuten museoille, timai aika tarkoittaa koko konseptin luomista
uudelleen, kirjoittavat Kimmo Levi ja Akseli Virtanen.

Kryptovaluutat tarjoavat houkuttelevan vaihtoehdon maille, jotka halua-
vat vapautua “dollarin ylivallasta” Voisivatko kryptot murtaa dollarin aseman
ja olla pohjana uudelle talousjarjestelmalle? Tatd pohtivat kirjoituksessaan
Alku Sirén ja Risto E.J. Penttili.

Web 3.0 -teknologioita on opittu nopeasti hyddyntdmaédn rahanpesussa
ja rikollisuudessa, mutta kehityskulku voidaan saada kdantymaan myos
turvallisuutta ja luottamusta tukevaan suuntaan, kirjoittaa Patrik Elias
Johansson. Siéntelyd tarvitaan, mutta kyse on my®os siitd, kumpi osapuoli
juoksee nopeammin - rosvot vai poliisi?
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Sammanfattning

Web 3.0 dr en utvecklingsfas inom internet, dér syftet ar att erbjuda tjanster
som mojliggor decentraliserat beslutsfattande och handel.

Vid decentraliserat beslutsfattande ar det majligt att utnyttja till exempel
decentraliserade autonoma organisationer (DAO) och vid handel kryptova-
lutor eller icke-fungibla objekt (NFT), som i allmadnhet verifieras med hjélp
av blockkedjor. Web 1.0 avser det tidiga internet, dd webbplatser bara kunde
lasas, medan Web 2.0 avser internets nuvarande utvecklingsfas, dér interak-
tiva néttjanster dr vanliga.

Web 3.0-utvecklingen erbjuder manga majligheter, men hor ocksa sam-
man med oro och risker. En ny era for internet kan revolutionera vart sitt att
vaxelverka med varandra och virlden. Vi behéver mer information for att
kunna utnyttja utvecklingens potential till fullo och d@ven kunna férbereda
oss infor riskerna. Vi behover ocksa bra framtidsutsikter om hur hallbar den
pagdende utvecklingen dr med tanke pé savil ekonomin, miljon som sam-
héllet och kulturen. Kommer alla att kunna delta i utvecklingen eller 6kar
web 3.0 ojamlikheten? Kommer web 3.0 att leda till 6kad penningtvitt och
brottslighet? Och hur betydande ar den energiférbrukning som web 3.0-tek-
nikerna kraver?

Denna artikelsamling forklarar web 3.0-utvecklingen och den till tekni-
kerna centralt linkade ekonomiska, sociala, kulturella och ekologiska hall-
barheten. Samtidig forklarar den mer i detalj de olika fenomen som hor
samman med web 3.0-utvecklingen. Samlingen omfattar tio texter, vars for-
fattare dr experter inom savil web 3.0-utvecklingen som inom olika héllbar-
hetsteman.

For web 3.0 med sig mer rattvisa sociala medier
och en mer harmonisk demokrati an tidigare?

De digitala jattarnas makt blir storre och listan med problem pa de sociala
medierna dr lang. De sociala medietjdnster som baseras pa web 3.0-tekni-
kerna erbjuder nya alternativ, ddr man lovar anvéndarna kontroll 6ver sina
egna uppgifter. Heikki Aura och Jukka Vahti funderar pa om web 3.0 byg-
ger upp en ny era for oss pa de sociala medierna.

Manga kriser och de sociala medierna har forsvagat tillstandet fér demo-
kratin. Joonas Leppanen och P-]J Hyytidinen funderar i sin artikel pa om
blockkedjeteknikerna skulle kunna utgora en livboj for en demokrati som nu
riskerar att forfalla. Blockkedjorna skulle atminstone kunna gora valsyste-
men betydligt mer transparenta.

Web 3.0-utvecklingen har fort med sig ett nytt sétt att organiseras.
Gamla modeller utmanas med decentraliserade och autonoma organisatio-
ner (DAO), som utnyttjar blockkedjetekniker. Enligt Marja Konttinen och
Helena Mustikainen lockar decentraliserade autonoma organisationer med
en ny form av gemenskap, flexibilitet och dynamik, men samtidigt ar de
utsatta for risker och manipulation.


https://www.sitra.fi/sv/ordbok/decentraliserad-autonom-organisation-dao/
https://www.sitra.fi/sv/ordbok/icke-fungibelt-objekt-nft/
https://www.sitra.fi/tulevaisuussanasto/lohkoketju/
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Utvecklingen av tredimensionella virtuella vérldar ar forst i startgroparna,
men metaversum forvéntas fordndra foretagens verksamhet liksom internet
gjorde det pa sin tid. For att man ska erhalla de bésta fordelarna av metaver-
sum-utvecklingen behévs en mer strategisk syn i de foretag och organisationer
som drar nytta av den, skriver Mika Ruokonen och Paavo Ritala.

Med tanke pa miljon dr web 3.0 bade bra och
daligt

Framtidens web 3.0-tekniker kan erbjuda 16sningar fér méanga héllbarhetsut-
maningar, men samtidigt forbrukar de enorma méangder energi och naturre-
surser. For att de nya teknikerna pa ett dkta sdtt ska kunna leda oss mot en
bittre virld maste denna energiférbrukning och andra miljokonsekvenser
systematiskt granskas. Hur kan man halla framtidens web 3.0 inom granserna
for jordklotets barkraft, fragar Lotta Toivonen och Heidi Kalmari.

Kan man med web 3.0-teknikerna forebygga skadliga miljokonsekvenser
och framja cirkuldr ekonomi? Med hjilp av blockkedjor kan foretagen pa ett
mer ambitiost satt forverkliga sitt foretagsansvar och forbattra sitt natur-
handavtryck, eftersom man med hjélp av dessa far mer detaljerad informa-
tion om virdekedjans verkliga konsekvenser f6r miljon och de manskliga
rattigheterna, skriver Mari Pantsar och Kristo Lehtonen.

Blockkedjor anvands for att destabilisera och
reformera ekonomiska strukturer

Decentraliserade finansieringstjanster har under de senaste aren blivit verk-
ligt populéra. En ny finansvarld som bygger péa blockkedjor lockar till sig
savil professionella investerare som bedragare och brottslingar. Aven om
myllret har ddmpats och vi tydligt har kunnat se problemen kan det nya
penningsystemet dnda vara hér for att stanna, skriver Thomas Brand.

Den digitala omvirlden har inlett en nya kreativ era, dir konsten och
dess institutioner befinner sig i en total omvélvning. Web 3.0-teknikerna ger
kreativa aktorer mojlighet att omforma bade innehall och konst, men ocksé
det sétt pd vilket verkens virde, dgande, provisioner och riskerna med pro-
duktionen samt vinstférdelningen definieras. For institutioner, sésom
museer, innebdr denna era att hela konceptet skapas pé nytt, skriver Kimmo
Levi och Akseli Virtanen.

Kryptovalutorna erbjuder ett lockande alternativ for de lander som vill
frigora sig fran "dollarns dominans”. Kan kryptovalutorna bryta dollarns
stallning och utgora grunden for ett nytt ekonomiskt system? Detta funderar
Alku Sirén och Risto EJ Penttild pa i sin artikel.

Man har snabbt lart sig utnyttja web 3.0-tekniker vid penningtvitt och
brottslig verksamhet, men utvecklingen kan ocksa styras i en riktning som
stodjer sidkerhet och fortroende, skriver Patrik Elias Johansson. Vi behover
reglering, men fragan dr ocksd vem som springer snabbare — banditerna eller
polisen?



THE
ENVIRONMENT
AND WEB 3.0

Kristo Lehtonen and Mari Pantsar
Heidi Kalmari and Lotta Toivonen
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KRISTO LEHTONEN AND MARI PANTSAR

Can blockchain technology
be used to prevent harmful
environmental impacts
and promote the circular
economy?

For businesses to be able to be more ambitious
in their corporate social responsibility and im-
prove their environmental footprint, we need
more accurate information about the actual
environmental and human rights impacts of
value chains. Blockchain technology can play a
crucial role in this.

How can we help ensure that sourcing metals from China and Congo, or
cotton from India, is sustainable, both environmentally and in terms of
human rights? The answer is traceability - and potentially in blockchains.

It is still difficult to obtain information on the environmental impact of
different raw materials. For example, cotton for the textile industry, spices for
the food industry or metals for manufacturing are sourced from a global
market through commodity exchanges, and it can be even impossible to get
information about their origin and environmental impacts.

Most Finnish companies are well aware that sourcing raw materials can
lead to loss of biodiversity. According to the Ministry of the Environment’s
recent memo The business sector and biodiversity, many Finnish companies
hope that Finland will lead the way in the traceability of materials and the
development of related tools.

Indeed, many companies are already on the move. Nokia, for example,
aims to consider the impact of its operations on natural capital throughout
its value chain. In addition to biodiversity, it considers the effects of its oper-
ations on geodiversity, meaning the diversity of inanimate nature, such as
metals and minerals.



https://www.sitra.fi/en/dictionary/biodiversity-loss/
https://www.sitra.fi/en/dictionary/biodiversity/
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EU requires businesses to improve traceability

EU legislation also creates pressure to improve traceability and thus the miti-
gation of environmental impacts and biodiversity loss. The European Com-
mission’s Green Deal takes a strong stance on stopping global biodiversity
loss and mitigating the climate crisis with its Green Deal. The EU Deforesta-
tion Regulation, which has just entered into force, aims to curb the biodiver-
sity losses outsourced to regions beyond Europe. The Regulation prohibits
the marketing of commodities and goods such as palm oil, coffee, cocoa,
meat, soy, timber, and rubber from 2021 if their production has caused
deforestation or forest degradation.

The European Commission has also made several important legislative
proposals also as part of its circular economy programme. These proposals
aim to obtain information on the entire value chain of materials and prod-
ucts and to mitigate both EU and global biodiversity loss through a transi-
tion to a circular economy.

Blockchains can increase transparency in value
chains

High expectations have been placed on blockchain technologies, which are
an integral part of the Web 3.0 development path, in terms of them making it
possible to significantly improve the traceability of raw materials.

Sitra defines a blockchain as a continuously accumulating decentralised
data entity in which all transactions are in chronological order, confirmed by
all parties and stored in such a way that nothing can be altered or falsified. A
blockchain generates a digital log of transactions. These records are copied
and stored in a decentralised manner in a public blockchain, and no single
party has a centralised server, and no single party can unilaterally alter or
forge the entries.

Traceability of production chains requires trust between companies and
organisations. Blockchains are said to automate this trust. A blockchain can
also be closed, in which case it is only available between the companies that
need the data, with all of them having access to the same shared data.

In addition, blockchain entries can be automated through smart con-
tracts. A smart contract is a programme implemented using blockchain
technology, which enables the automatic exchange of objects of value accord-
ing to pre-defined rules. A smart contract removes intermediaries from the
process and makes it reliable. A smart contract combined with a shared
blockchain works like a vending machine where the user inserts money and
the machine releases the product without the involvement of a salesperson.
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Digital product passports spark interest

Digital passports are the most concrete example of how blockchain tech-
nology can be used to improve traceability. In the future, different parties,
such as consumers, producers, recyclers, remanufacturers, and the authori-
ties, will be able to read not only the product information, but also the prod-
uct’s content and origin and environmental footprint from digital passports.
One of the best-known examples is from last year, when the telecommunica-
tions operator Telefonica Tech and Exxita Be Circular, a technology company
specialising in the circular economy, created the first European product
passport using both blockchains and artificial intelligence.

In addition to the traceability of the product components, product pass-
ports provide information on the sustainability and repairability of products
and components. This will allow a monetary value to be specified for devices
in the market for remanufactured products. In addition, the water and waste
management company Suez, for example, already uses blockchains to record
all stages involved in transferring sludge from wastewater to agricultural
land.

In Finland, Technology Industries of Finland, and Finnish Textile &
Fashion, among others, have been exploring the opportunities provided by
digital product passports, and Sitra is involved in related pilots as a funder.
Moreover, Sitra is also involved in preparing a product passport experiment
around traffic emissions data.

Regulation and global co-operation are needed

Blockchains offer an inspiring potential for tracing materials but using them
on a larger scale requires a new culture of co-operation that is still foreign to
many organisations. It should also be noted that small and medium-sized
enterprises do not necessarily have the expertise or resources to adopt block-
chains without external support.

The development of common rules and standards is essential for the
success of digital product passports. It would be in the interest of both man-
ufacturers and product users if the product information of different products
could be presented in a uniform way and combined. The EU is a sufficiently
large economic area to make the creation of uniform rules worthwhile.

From the fair data economy perspective, digital passports have great
potential. For consumers, they would make it easier to make sustainable
choices, and for companies, they would be an opportunity to increase the
transparency of the product’s footprint. For Finnish companies, digital prod-
uct passports realised with blockchains are indeed a viable area for increas-
ing leadership in sustainable development.
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How can the future Web 3.0
be kept within the Earth's
carrying capacity?

Future Web 3.0 technologies can offer solu-
tions to many sustainability challenges, but

at the same time, they consume enormous
amounts of energy and natural resources. For
the new technologies to genuinely lead us to

a better world, their energy consumption and
other environmental impacts must be system-
atically assessed.

Digitalisation has a dual role to play in relation to the environment. It offers
solutions that can have either direct or indirect environmental benefits, but
at the same time, the increasing use of digital services and new devices
increases the consumption of energy and natural resources. The more data
that is transferred and the more computing power that is required, the faster
and larger data centres are needed. At the same time, more powerful infor-
mation networks and new devices are also needed.

Web 3.0 refers to a new phase in the development of the internet that
decentralises decision-making and services. From an environmental per-
spective, the Web 3.0 development path has the same dual role: block-
chains and smart contracts can provide excellent solutions for accelerating
the sustainable transition or building a fairer society. However, the environ-
mental challenge of Web 3.0 technologies is the waste of resources, such as
increasing energy consumption and increasing volumes of electronic waste.

For sustainable development, it is
important to critically assess technological
developments and exponentially growing
data volumes.
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Only appropriate data should be stored in
blockchains

Web 3.0 is an umbrella term that encompasses several forms of technological
development, such as blockchains, metaverse, virtual currency, non-fungible
tokens (NFTs) and decentralised model innovation. Each of these forms of
development can lead us towards a more sustainable society when applied
correctly and planned intelligently. Likewise, any one of them can lead devel-
opment in a direction that is undesirable in terms of a sustainable future.

A good example of a blockchain-based solution, which is expected to
bring significant environmental benefits is the digital product passport. With
a digital product passport, both parties in the value chain and consumers can
obtain important information about materials and their origin, as well as the
repairability of products, among other things. On the other hand, any decen-
tralised solution for data sharing and processing is suitable for this use case.

Blockchains consume more energy, the newer data is stored in the chain
and the more it needs to be validated. The more products that use digital
product passports, the more energy blockchains consume. To reap the envi-
ronmental benefits of digital product passports, it is necessary to aim to
minimise energy consumption and only store the essential data on the block-
chain from the outset.

The energy consumption of virtual currencies
has decreased significantly

In recent years, there has been a lot of debate about the energy consumption
of virtual currencies, and Bitcoin in particular, as Bitcoin mining consumes
enormous amounts of energy. As defined by the Financial Supervisory
Authority, bitcoin is a decentralised virtual currency that can be exchanged
for legal tender, such as the euro. According to the latest statistics from Cam-
bridge University, the annual energy consumption of Bitcoin is about 130
terawatt-hours, while Finland’s energy consumption, for example, was about
82 terawatt-hours in 2022. In the US, data centres that mine Bitcoin have
occasionally even been paid to temporarily suspend operations to guarantee
the supply of electricity to homes in the area.

However, more energy-efficient alternatives to energy-intensive Bitcoin
have already emerged. Ethereum, which has become the world’s second
largest cryptocurrency, has managed to reduce its energy consumption by
99.9 per cent by switching to a new method of authenticating transactions.
While the authentication of Bitcoin transactions is based on the proof-of-
work mechanism, Ethereum authenticates transactions with the proof-of-
stake. In the proof-of work method, transactions are authenticated by com-
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puters around the world racing to solve difficult computational puzzles. This
process is called mining. Mining requires extremely powerful computers,
and it consumes enormous amounts of electricity. In the proof-of-stake
method, transactions are authenticated by depositing cryptocurrency as
collateral. The use of collateral does not use much electricity.

While the energy consumption of future virtual currencies will probably
be lower than that of Bitcoin, it is still a cautionary example. There is cur-
rently a debate on whether Al-based solutions, for example, could be the
next “energy guzzlers” Recent estimates suggest that the electricity consump-
tion of Al will follow the same formula that we have particularly seen with
Bitcoin.

What is the real environmental burden of new
technologies?

The pace of the development of Web 3.0 technologies or their share of the
total energy consumption of the ICT (information and communication tech-
nology) sector cannot be currently estimated. The popularity of virtual cur-
rencies may increase significantly and blockchain technology may be used
more extensively for various purposes. At the same time, a metaverse allow-
ing a virtual world in which people can interact more closely with one
another is also envisioned. Nevertheless, it should be noted that blockchain
technology and the metaverse are two independent paths of technological
development.

Despite improvements in energy efficiency, the electricity consumption
of the ICT sector continues to grow, which is not a good thing if the supply
of renewable energy is lower than its demand. The ICT sector’s share of the
world’s annual electricity consumption is expected to reach at least 6 and up
to 14 per cent within the next ten years. According to the wildest projections,
the ICT sector’s share of global energy consumption could rise to more than
one-fifth by 2030. And these figures do not even include the energy con-
sumed by digitalisation elsewhere in society, such as municipalities and
central government, businesses and households, whose consumption is not
included in the ICT sector’s consumption figures.

New technologies also pose other environmental challenges. For exam-
ple, e-waste, the world’s fastest-growing type of waste, is a significant prob-
lem. Every new generation of technology has so far required new equipment,
which not only increases the amount of electronic waste but also the need for
raw materials for new equipment. The amount of electronic waste in 2021 is
estimated to have weighed more than the Great Wall of China, the heaviest
human-made structure. Of all this waste globally, only 17 per cent is properly
recycled.
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Energy consumption must be taken into account
from the outset

For sustainable development, it is important to critically assess technological
developments and exponentially growing data volumes. Currently, consum-
ers already account for about 80 per cent of global internet traffic, and down-
loading and uploading videos accounts for almost 80 per cent of this traffic.
In comparison, the amount of data traffic between companies has been esti-
mated to be only some 10 per cent. A large proportion of data use and most
blockchain and metaverse-based services are thus not expected to have any
specific environmental benefits for the time being. A decisive factor for the
environmental benefits provided by Web 3.0 technologies will therefore be
the use to which they are put.

There is an urgent need to overcome the ecological sustainability crisis
- climate crisis, biodiversity loss and depletion of natural resources, and
therefore to steer technological development in the right direction. It is the
responsibility of companies developing Web 3.0 technologies to take energy
consumption into consideration, but this can be encouraged, for example
through regulation or procurement criteria. The measurement of environ-
mental impacts also needs to be improved. In Finland, one of the criteria for
public procurement of new technologies could be to include the energy con-
sumption of the application or service in question and its monitoring at all
stages of its life cycle.

We are in a hurry to change our way of life to fit within the limits of the
carrying capacity of the one Earth, so we cannot afford to fail. We must act
right now.

Lotta Toivonen is a specialist in Sitra's Nature and Daily Life project.
She has extensive work experience in the environment and sustaina-
bility theme. In recent years, she has focused particularly on the en-
vironmental impacts and benefits of digitalisation and data use. Lotta
has been a member of the working group preparing a climate and
environmental strategy for the ICT sector in Finland and talked about
the topic at several events, for example.

Heidi Kalmari is a communications expert and non-fiction author spe-
cialising in sustainability and climate change. Currently, she works at
Miltton and is a member of Sitra's Web 3.0 sustainability memo work-
ing group. When not at work, Heidi acts as the Chair of the Board of
the POW Finland climate organisation. As a climate activist, she only
supports the kind of new development that clearly takes us towards a
better and more sustainable society.
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The race in the Web
3.0 world: who will win,
criminals or enforcers?

Web 3.0 technologies have been quickly adopt-
ed for money laundering and criminal activities,
but the trend can also be reversed in a direc-
tion that supports safety and trust. Regulation
Is needed, but it is also a question of which side
runs faster — the cops or the robbers?

Where there is money, there is always crime. In the Web 3.0 world, criminals
have been quick to learn how to use blockchain crypto-assets, decentralised
services, and smart contracts to their own advantage. As defined by the
Financial Supervisory Authority, crypto assets refer to digital value or cur-
rency that can be transferred, stored, and traded electronically and is not
issued or guaranteed by a central bank or a public authority.

However, it is a common misconception that crime associated with Web
3.0 technologies, more familiarly known as crypto crime, would only be
connected to virtual currency theft, hacking or, more generally, information
network-assisted crime. Unfortunately, it is a much broader phenomenon,
and above all concerns money laundering. Without access to money laun-
dering, criminals could not use their money earned through crime - and
intervening in money laundering impacts the general profitability of crimes,
above all.

Because crypto assets have digital value, they are “crime type-neutral”.
This means that crypto assets can be connected to any crime that results in
financial gain. However, the challenge is that crypto assets obtained through
crime can be converted into seemingly legal assets through new forms of
money laundering.
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Web 3.0 provides an extra layer to money
laundering

Money laundering refers to activities referred to in Chapter 32, Section 6 of
the Criminal Code (39/1889), where the proceeds of crime are circulated
through a legal payment system to conceal or disguise the actual nature,
origin, or owners of the assets. Money laundering requires a previous crime
that has resulted in financial gain.

Money laundering is carried out in three stages: placing, layering and
integration. In the Web 3.0 world, these stages are embedded in blockchains,
smart contracts and crypto assets. It can be said that Web 3.0 creates an addi-
tional layer that provides criminals with more ways to launder money.

In practice, this means that the proceeds of crime are converted into
crypto-assets in one way or another and thereby introduced to a block-
chain-based exchange system. Once the proceeds of crime are on a block-
chain, their layering begins. All transactions and related basic information
are stored in blockchains. To prevent the possibility of tracking them, crimi-
nals use various techniques to make tracking more difficult and disguise the
origin of the assets.

After layering, integration starts. This involves trying to convert the
laundered money back into, say, euros so that they can be used in the real
world. There are several ways to convert crypto assets into euros or dollars,
the most common being to transfer the funds to centralised exchange ser-
vices and sell them there for the desired currency.

EU is leading the way in regulation

The regulation of crypto assets began in Europe precisely because of the
associated risks of money laundering and terrorist financing. The 5th EU
Anti-Money Laundering Directive (AMLDS5) that entered into force in 2018
was the starting point for the regulation of crypto assets. For the first time, it
defined what virtual currency means. It was only with the definition of the
directive that the phenomenon could be perceived, and, for example,
requirements imposed on those involved in it.

One of the most significant changes brought about by the directive is
that parties working with virtual currencies have become subject to report-
ing obligations. This means that if an individual or entity wants to offer vir-
tual currency-related services, they must, among other obligations, identify
their customers with sufficient accuracy and verify the origin of their assets.

Following the act that entered into force in Finland in 2019, Finnish
crypto parties were included in the scope of the Money Laundering Act,
which contributed to the ability of the police to obtain information related to
virtual currency transfers and thereby solve crimes. In this case, regulation
was appropriate, and I would argue that more and better regulation is needed
for the development of the entire sector.
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Fortunately, it is on the way. In particular, the EU’s future Markets in
Crypto Assets Regulation (MICA), when it enters into force (in 2024), will
set harmonised rules for the crypto sector throughout the European Union.
With the regulation, Europe will have a clear-cut legal framework within
which operators can trust that they may operate in the sector in question in
the first place.

Sitra has also prepared a legislative proposal for the field of Web 3.0.
This offers seven recommendations to legislators and other key parties to
ensure the future competitiveness of businesses, including in the next devel-
opment phase of the internet.

International regulation is still fragmented

Globally, the situation is still regrettably fragmented, and there is no interna-
tional regulation concerning Web 3.0. In the US, for example, there is no
clear framework for regulating the sector. This makes operating in the area
difficult, as companies cannot trust that what is legal today will be legal
tomorrow. In the current situation, due to the unclear legislation, the deci-
sion-making authorities’ opinions or interpretations can also change quickly.
In practice, the only significant international source of law is the virtual asset
recommendations of the Financial Action Task Force (FATF) under the
auspices of the OECD.

The EU Anti-Money Laundering Directive was prescribed based on
these recommendations, and other countries are aiming to incorporate the
FATF recommendations into their national laws on the same principle, creat-
ing at least some sort of harmonisation to how the use of virtual assets in
money laundering and terrorist financing are to be prevented in different
countries.

The developing regulation and its effective implementation will decrease
crypto-related criminal activity. At the same time, legally operating parties
must invest in ensuring the lawfulness of their operations and thereby, at
least in theory, the result should be a more credible, reliable, and sustainable
set of Web 3.0 parties.

A common misconception is that
crypto assets cannot be traced.
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Even a crypto crook can get caught

A common misconception is that crypto assets cannot be traced and
that using them as payment for drug deals in cyber network prevents
getting caught. Because crypto assets move in blockchains, they al-
ways leave a permanent record. These can be used to track proceeds
linked to criminal activity. The actual challenge is to identify the par-
ties to the transactions involving crypto assets: who is sending funds
to whom? There are many ways to do this, and to prevent criminals
from becoming aware of them, the police carefully protect their tech-
nical and tactical methods.

In Finland, cyber fraud has caused major criminal damage. Investi-
gations into investment fraud, for example, have uncovered system-
atic international activity that aims to conceal proceeds of crime
using Web 3.0 systems. The losses of individual Finnish victims have
amounted to millions of euros in the worst cases.

Virtual currencies are also increasingly used as enablers of crime. By
using the pseudo-anonymity associated with crypto assets, criminals
have been able to use crypto assets to acquire the tools for commit-
ting other crimes, including servers and weapons.

Certain state actors also seek to take advantage of the opportunity
for using crypto assets as part of their illegal agenda. The aim has
been to circumvent sanctions imposed on countries that, for example,
concern the development of nuclear weapon programmes (North Ko-
rea) or are part of more extensive economic sanctions (Iran or Russia).

There is therefore a race and arms race between the enforcers and
criminals of the Web 3.0 world. As criminals’ expertise and ability to
use these systems as part of their activities increases, also the under-
standing and expertise of the police in tracking assets and identifying
the parties sending and receiving them is increasing. In the end, itis a
question of which side can develop faster.

Patrik Elias Johansson has worked as Leading Virtual Asset Specialist at the
National Bureau of Investigation's Financial Intelligence Unit, where he gained a
unique insight into the new Web 3.0 world of money laundering. Currently, he
works for Equilibrium Group, a company specialising in the development of
blockchains.
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MIKA RUOKONEN AND PAAVO RITALA

Should businesses jump
on the virtual world
bandwagon?

The development of three-dimensional virtual
worlds is still in its infancy, but metaverse en-
vironments are expected to change the opera-
tions of companies just as the internet did in its
time. To get the most out of this development,
the companies and organisations that use it
need more strategic insight.

The term “metaverse” refers to fully digital, immersive, and interoperable
virtual worlds that can be participated in flexibly and customised using vir-
tual reality (VR) and augmented reality (AR) technologies. In the metaverse,
the key idea is a social and economic digital infrastructure that facilitates
trade, ownership and organisation for people and businesses in various vir-
tual worlds. The metaverse is commonly seen as the next generation or
development phase of the internet, and it is expected to influence business to
the same extent as the internet did in its time.

While the metaverse is a significant step forward from our current way
of using the internet and digital services, there are already many examples of
different uses of the metaverse in the world. For example, virtual game
worlds and communities have long included ways of creating digital identi-
ties, make purchases and carrying out trade and co-operation for a long
time. Many companies also have various metaverse experiments, including
practical implementations.

The metaverse has been used, for example, in product design projects or
by creating digital twins of industrial equipment. Virtual design using 3D
workspaces and models is an effective way to collaborate and avoid costly
mistakes later. Virtual showrooms, workshops, meetings, and training
courses have also been used by many. At its best, the metaverse creates value
by merging the realities of the physical and virtual worlds into a coherent
and mutually supporting entity.
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The virtual world can be harnessed for business
purposes

Many experiments have also yielded clear business benefits. The vehicle
manufacturer Volvo published its new XC40 Recharge model in a virtual
environment and sold 150 cars within two hours after its launch event. The
clothing brand Adidas, on the other hand, designed a collection of digital
clothes and succeeded in positioning itself as a leading innovator in the field
of sports fashion. The carmaker Ford is a good example of a company that
has quickly deployed various virtual car design tools and used them to accel-
erate its product development process and enhance the quality and appeal of
its final products.

Using the metaverse can also provide obvious cost savings, increase
productivity, or promote sustainable development. The global consulting
company Accenture has created a virtual “Nth Floor” remote meeting con-
cept that reduces its employees’ needs for travel between locations, allowing
them to collaborate virtually. The added value provided by the metaverse for
virtual meetings is precisely that it increases the sense of presence compared
to more usual Teams meetings. As technology evolves, the possibilities and
applications of natural-seeming virtual presence will increase.

New work and new customer relationships

The more organisations and businesses use virtual worlds, the more organi-
sations will change. The metaverse will transform job descriptions and ways
of working, as well as the ways in which organisations develop their opera-
tions. The metaverse is already used for staff training or induction of
employees. The international advertising agency Havas Group has launched
its own virtual village in The Sandbox virtual game and thereby aims to
recruit, induct, and engage employees. Disney and LOréal have hired Chief
Metaverse Officers to lead the development of the metaverse, and the cloth-
ing brand Gucci has hired a Web 3.0 manager tasked with selling the compa-
ny’s digital NFT apparel products to customers.

Metaverse development will also lead to the real and virtual worlds
becoming increasingly intermixed in customer relationships and in building
the customer experience. The music service Spotify has launched its own
Spotity Island service in the Roblox metaverse: the aim is to bring artists and
fans together virtually in a new way. The e-commerce company Shopify
invests in metaverse technologies because it believes that consumer spending
will increasingly move to virtual spaces and that the early adopters of this
technology will reap the rewards.
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How to ensure the security and sustainability of
the metaverse?

A major advantage of the metaverse is the possibility of equal participation,
as people regardless of age, gender, location, or economic status can take part
in the same global system through virtual currencies and objects. At the
same time, there is a risk that developments that give rise to inequality and
misconduct that already appeared in the physical world will also shift to the
metaverse. Of these, the most essential include the harassment and abuse of
individuals, potential data protection and information security problems and
ethical and legal issues. An altogether different thing is the computing capac-
ity of the supercomputers that will be needed to host the metaverse in the
future, which will entail massive energy consumption and a concomitant
carbon footprint.

How will access rights, privacy, digital ownership, and the protection of
payments be safeguarded in the metaverse? At present, these questions have
not been addressed sufficiently. To some extent, regulation is expected to
come from the providers of metaverse platforms, which are currently devel-
oping ways to moderate their virtual worlds and invest in information secu-
rity. In some respects, regulation is required by brands already operating in
the metaverse that cherish their reputation and want to ensure a safe envi-
ronment for their customers regardless of the platform.

In the absence of legislation, the metaverse is currently self-regulated in
practice, with the international Metaverse Standards Forum being the active
player so far. There are many views on whether the self-regulation by the
industry is sufficient or whether the key issues should also be covered in
legislation, such as at EU level. Another open question is the extent to which
the EU’s existing regulations (such as GDPR) are suited to the data-driven
world of the metaverse.

Pioneer companies have already become aware of many of the problems
mentioned above. For example, Meta Platforms (formerly Facebook) and the
education company Simplon have jointly launched the Metaverse Academy
training programme on the possible impacts of the use of the metaverse on
well-being and environment. It is probable that such initiatives will become
more common as the popularity of using the metaverse increases. Unfortu-
nately, problems are only addressed when they arise.

Opportunities but no strategy

Despite good metaverse experiments, most companies have not been able to
fully exploit the potential of this new digital environment. The experiments
have been isolated solutions for individual activities within the organisation,
and they have not provided clear or generalisable guidelines for using the
metaverse throughout the organisation. Without direction, scale or a credible
business case, the result is often a relatively insignificant financial impact.
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Many companies would benefit from a clear metaverse business strategy.
A sound metaverse strategy will help management establish a clear direction
and priorities for action to see the potential of the emerging new technology
beyond the current metaverse hype and create tangible business value. At its
best, a metaverse strategy will be aligned across all business functions, and
deliver concrete value to them, inspiring and inviting the company’s stake-
holders to participate in the development process.

It's worth getting interested in the metaverse
now

A full global metaverse is not technologically plausible today. The examples
described in this article are essentially first experiments, most of which have
not yet been widely deployed. The promise of the metaverse with its multi-
tude of virtual experiences in people’s day-to-day lives will certainly be only
tulfilled in the next decade, because of several subsequent and mutually
supporting technological breakthroughs. Nevertheless, we can already see
how the different components of the metaverse are being built piece by piece
while users and organisations increasingly adopt digital technologies in all
areas of life. The direction is therefore clear, although the pace and imple-
mentation remain partly open.

Many of the key technological components of the metaverse are already
available for businesses to deploy, pilot and customise. For many companies,
the lack of strategic vision and creativity is currently a much bigger obstacle
than the actual technology. A comprehensive metaverse strategy is, after all,
much more than just new virtual rooms or investments in fancy VR glasses
or doing isolated “cool” things.

In our view, the metaverse phenomenon is simply too big for corporate
management to completely ignore. Smart pioneering companies view the
metaverse strategically and start in good time - meaning now.

Besides business, we encourage the public sector to consider the applica-
tions of the metaverse and its benefits to people. Could people’s access to
public services be improved or enriched through virtual presence or by, for
example, showcasing urban environments virtually?

Metaverse development will lead to the real
and virtual worlds becoming increasingly
intermixed in customer relationships and in
building the customer experience.
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The three cornerstones of a metaverse
strategy for business

1. Set ambitious, yet realistic metaverse goals

While the metaverse is still in its early stages of development, it is
essential that management answers the question “why?". Why should
our company do anything — and why right now? What are our specific
development goals?

2. Prioritise selected metaverse activities

It is important for a business to define a comprehensive metaverse
plan that includes the necessary investments, acquisitions, and part-
nerships. It is also a good idea to create a metaverse roadmap that
describes the activities and development resources available and
helps monitor the progress of projects on a regular basis.

3. Build and exploit metaverse enablers

It is important for companies to create and develop the necessary
technologies, platforms, competencies, mindsets, and management
models for metaverse activities to succeed. People — rather than
technology — are the crucial factor in leveraging the metaverse.

These cornerstones emerged based on the results of LUT's interview
study. The study was conducted in early 2023, interviewing 23 pro-
fessional bodies aiming at the development and application of the
metaverse.

Mika Ruokonen holds a Ph.D. in economics and specialises in digital-
isation, data, and artificial intelligence. He is an Industry Professor
at the LUT Business School and a member of boards of directors of
several growth companies. Mika researches and aims to understand
diverse digital technologies and their impacts on strategy, manage-
ment, corporate cultures, and organisations.

Paavo Ritala is a Professor of Strategy and Innovation at LUT Busi-
ness School. Paavo is interested in digital and data-intensive business,
sustainable and scalable business models and industrial transfor-
mation based on ecosystems and platforms. He is involved in sev-

eral research projects on the deployment of new technologies, the
increasing role of data and artificial intelligence, and the growing
sustainability challenges facing companies and society.
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THOMAS BRAND

Are decentralised financial
services here to stay?

Decentralised financial services have grown
greatly in popularity in recent years. This new
financial world built on blockchains attracts
professional investors, profit-chasing gamblers,
and criminals alike. Although the problems
have become visible, the new monetary order
may be here to stay.

The financial world is undergoing changes, and it is time to take them seri-
ously. This concerns decentralised financial services (DeFi) built on block-
chain-based systems. Continuously increasing in popularity, the financial
services of the new era are now challenging the traditional financial sector
with their flexibility and cost-effectiveness.

One turning point was the 2008 financial crisis. It highlighted numerous
problems in the traditional financial world, ranging from distorted incen-
tives to unevenly distributed financial information. Clear shortcomings also
emerged in the transparency of banks. This all has eroded people’s trust in
well-known financial institutions. The time was ripe for new options -
decentralised financial services.

No one can predict the future of decentralised finance, which has many
advantages, but also various challenges to its mainstreaming. It is also
unclear which problems are related to the technology of decentralised
finance and which are only related to the people who use it. The direction of
the change is also influenced by the regulation of the sector, which is cur-
rently lagging behind. Could the value added of decentralisation make these
services mainstream when regulation is brought up to date?

Decentralised finance is driven by smart
contracts

There are several competing definitions of decentralised finance. It is com-
monly thought to be a collection of financial services built on decentralised
and open blockchains that function autonomously without intermediaries
using smart contracts.
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Decentralisation removes central players from the grip of power — at
least in theory. Decentralised finance promises to create better, fairer, and
more transparent financial services through new incentives and technolo-
gies. At the same time, users must also be able to operate openly.

Despite its great promise, strong growth and huge sums of money;,
decentralised finance also suffers from numerous problems, such as fraud,
market manipulation, hacking and even criminal activity.

Operators and services are aplenty

The core of decentralised finance consists of decentralised applications
(dapps), which are services comprising smart contracts built on different
blockchains. Users can agree on loan arrangements directly with each other
by using smart contracts, bypassing any intermediaries. The modular nature
of smart contracts and their interaction enable the implementation of highly
complex multi-layer financial services.

The best-known decentralised financial services include payment, lend-
ing and borrowing services, decentralised marketplaces and exchanges,
derivatives markets, tokenisation — which is the conversion of assets into
digital tokens — asset management services and insurance. In other words,
decentralised financial services resemble traditional financial ones in many
respects, but the difference is that they are not controlled by any single party.

MakerDAOQ is the oldest example of a decentralised financial service. It
is a blockchain-based virtual cooperative, also called a decentralised central
bank. DAI, managed by the MakerDao virtual cooperative, is also the best-
known stablecoin, or cryptocurrency with a stable value. Since 2014, Maker-
DAO has been offering loans without traditional financial intermediaries,
relying solely on smart contracts functioning on the Ethereum blockchain.
Loan services called Aave and Compound also compete alongside it with
slightly different business models.

Decentralised finance started with decentralised lending services but has
been accompanied by decentralised marketplaces and exchanges. The best
known of these is Uniswap, which was launched in 2018 and is based on the
Ethereum blockchain. Uniswap offers an alternative way to exchange crypto
assets. Other well-known decentralised marketplaces besides Uniswap
include Curve, PancakeSwap, Balancer and Sushi, competing with and sup-
plementing one other. The regulation and supervision of decentralised mar-
ketplaces has turned out to be very difficult, which has led to much more
attention being paid to their operation in recent years.

Decentralised finance involves enormous
promises and expectations that it has not
yet been able to fulfil.
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The chance of fabulous profits attracts risk-taking

Part of the appeal of decentralised finance is related to greed and reckless
risk-taking, as many services have promised fabulous returns. Decentralised
finance grew exponentially in the early 2020s, but the cryptocurrency crisis
of 2022 made many people doubt the huge promises. At its peak in 2021, its
market value was close to €200 billion. The share of decentralised financing
of the total market value of the cryptocurrency market had increased by
nearly one-half at that time. This attracted speculation with the most bizarre
financial innovations, as prices seemed to be constantly rising.

However, the exponential growth of decentralised finance turned into a
collapse last year due to the tightening of the global financial and monetary
environment. Nearly 75 per cent of the market value was lost during the year
and countless investors lost their funds.

The market value of decentralised finance, measured by the total value
locked in it, is just under €50 billion, while the market value of Bitcoin is
about €520 billion, and the total market value of the cryptocurrency market
is over €1 trillion. In other words, decentralised finance is still only a drop in
the ocean. On the other hand, many believe that setbacks are an integral part
of the early stages of the development of new systems.

Fuzzy past, sticky future?

In decentralised finance, scams, fraud, and other unpleasant phenomena
have also steadily emerged. For example, the anonymity of users is a dou-
ble-edged sword: users can protect themselves from malicious actors, while
fraudsters and criminals can be difficult to identify and hold to account. A
service may also market itself as decentralised, but in reality, turns out to be
highly centralised.

Decentralised finance involves enormous promises and expectations that
it has not yet been able to fulfil. Technological revolutions are not only about
technological change; they also have a broad impact on society.

According to technology researcher Carlota Perez, technological revolu-
tions have a period of deployment and a period of exploitation, between
which there is usually a turning point marked by instability. The early fail-
ures and challenges of decentralised finance have led many to wonder how it
will be able to create value for its users in the future. However, to ensure
value creation also requires regulation to support it to give users confidence
in the performance of services.

Historically, technological revolutions have always been accompanied by
fear and doubt. The nature of decentralised finance will almost certainly
mean that its transparency, openness, and efficiency will attract new users
and innovative service providers. It remains to be seen whether we are over-
estimating the blurred near future of decentralised finance at the expense of
its bright future.
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ALKU SIREN AND RISTO E.J. PENTTILA

Will cryptocurrencies
challenge the dollar?

Cryptocurrencies offer an attractive alterna-
tive to countries looking to break free from the
"dominance of the dollar”. While digital curren-
cies working on blockchains challenge the tra-
ditional economic system, the collapse of the
position of the world's principal reserve cur-
rency would be a major global risk. And yet the
dollar's status is not wholly unassailable.

“Every night I ask myself why all countries have to base their trade on the
dollar,” said Brazil’s president Luiz Inacio Lula da Silva according to the
Financial Times, when visiting China in April 2023.

For many countries outside the West, strengthening their economic
sovereignty and reducing their dependence on the international dol-
lar-driven economic system is a goal that unites them.

Can blockchain-based digital currencies challenge the dollar? The ques-
tion has become increasingly relevant as the use of crypto has increased
significantly despite the warnings. There are at least two reasons for this.

First, the unregulated and decentralised nature of the cryptocurrency
sector offers developing countries an opportunity to increase their room for
manoeuvre and wealth.

Second, crises and geopolitical tensions erode non-Western countries’
confidence in the neutrality of the dollar-based world economy. At the latest,
this trust collapsed in the countries that are not the West or its allies when
the West froze Russia’s assets after it launched its war of aggression against
Ukraine.

The purpose of cryptocurrencies is found in
chaos

The purpose of cryptocurrencies is often found in chaos. They are an attrac-
tive option for the disaffected — be they states, people or various groups -
whose assets and accounts face being seized to protect the interests of an


https://www.ft.com/content/0ab31d6c-7b08-4af7-acee-c27d8496e909
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existing regime. The more the world is in disorder, the better cryptos seem to
thrive.

Russia, for example, has long shown an interest in crypto-assets and
hinted at the possibility of using the world’s best-known cryptocurrency
Bitcoin as a means of payment in oil and gas exports should the situation
require. President Putin has also proposed establishing a new international
payment and financial arrangement system on blockchain technology as a
response to the sanctions imposed on his country.

Iran has also been using cryptocurrencies for a long time to circumvent
sanctions. Iran and Russia are exploring the use of stablecoin in cross-border
trade between the two countries. Stablecoin refers to virtual currencies that
maintain a consistent value relative to a reference currency, such as the US
dollar.

Cryptocurrencies have also been of interest to countries that have not
been subject to economic sanctions. The president of El Salvador, for exam-
ple, has publicly propagated a virtual currency as an alternative to the dol-
lar-based world economy. The country also accepted Bitcoin as a legal ten-
der, but in reality, its use as a means of payment has not succeeded.

For ordinary people, cryptos provide a way of circumventing financial
obstacles. After the start of Russia’s invasion of Ukraine, in the winter of
2022, Russians rushed to convert roubles into virtual stablecoin. The same
thing happened last summer when the rebellion by the Russian private mili-
tary company Wagner triggered a 277% surge in trading volume between the
dollar-pegged stablecoin Tether and the Russian rouble. A similar surge in
trade was also observed in Afghanistan when the Taliban took over, and in
Turkey when its economy ran into problems.

Will there be de-dollarisation?

Could cryptos really destabilise the dollar’s position as the world’s primary
reserve currency?

It depends on who you ask. According to Jack Dorsey, co-founder of
Twitter, the era of the dollar will soon be over. Dorsey’s view is naturally
partly attributable to the fact that he currently runs a company named Block
that develops Bitcoin-based payment systems. According to Agustin Cars-
tens, General Manager of the Bank for International Settlements (BIS), on
the other hand, cryptocurrencies are a combination of a Ponzi scheme and
an environmental disaster. Therefore, in his view, they should be strongly
regulated.

Recent crises have accelerated the discussion concerning the position of
the dollar-based economic system. There is even talk of de-dollarisation,
meaning a gradual decrease in the importance of the dollar. In practice,
de-dollarisation could mean the decentralisation of currency reserves and
the use of other currencies in international trade.



https://www.bbc.com/news/business-60870100
https://hub.elliptic.co/analysis/crypto-regulatory-affairs-iran-and-russia-exploring-cross-border-stablecoin-settlements/
https://www.ft.com/content/5e06e27b-a45d-435c-897b-3c8e0e1d2b6d
https://www.ft.com/content/741f67e2-ff00-4395-98bb-608083ce3432
https://www.wsj.com/articles/turks-pile-into-bitcoin-and-tether-to-escape-plunging-lira-11641982077
https://www.reuters.com/article/cryptocurrency-markets-bis-idUSL8N1PV5KS
https://www.reuters.com/article/cryptocurrency-markets-bis-idUSL8N1PV5KS
https://www.bis.org/publ/bcbs_nl21.htm
https://www.bis.org/publ/bcbs_nl21.htm
https://www.barrons.com/news/china-brazil-strike-deal-to-ditch-dollar-for-trade-8ed4e799
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But ditching the dollar is not an easy task. Since the 1940s, it has held a
supreme position as the world’s most significant reserve currency, a currency
kept by individual states and institutions for a rainy day. The dominance of
the dollar has been declining, however. According to the International Mon-
etary Fund (IMF), in 2000, the dollar accounted for 71 per cent of all cur-
rency reserves kept by central banks. Now, it is slightly under 60 per cent.
The euro has become the most important contender, with a share of some 20
per cent, but the Chinese yuan/renminbi and Japanese yen have also grown
stronger.

The dollar also has a superior position in global trade. In the Asia-Pa-
cific region, more than 70 per cent of international trade takes place using
the dollar. Europe is the only region where cross-border trade does not use
the dollar.

The dominance of the dollar is also maintained by the US financial mar-
ket. Compared to, say, China, the US economic and financial system is fore-
seeably regulated, stable and transparent. A competing system should win
the minds and hearts of investors and be able to play its role as a world cur-
rency.

Full de-dollarisation does not seem probable for as long as the US is the
leading economic, military, and political power.

The future of the world economy will be
influenced by the development of Web 3.0

The public debate on the relationship between the dollar and cryptocurren-
cies is often black-and-white. Either the dollar will remain, or cryptocurren-
cies will take the lead. Instead of debating back and forth, we should view the
future of the monetary system as an entanglement of two different phenom-
ena. On the one hand, a superpower race is ongoing between China, the US
and Europe. On the other, a strong technological development that provides
alternatives to conventional currencies and the central bank system is under-
way. Future monetary systems will be a combination of these two trends.
Through its multiple dimensions, Web 3.0 offers an interesting perspective
on the future of the monetary and banking system. Web 3.0 is not a one-di-
mensional phenomenon but a field that can offer a way of supporting the
dollar-based model through stablecoins pegged to the value of the dol-

lar. Venezuela is a good example. The country’s currency has been plummet-
ing for a long time, while the use of stablecoin has increased. Stablecoin
offers people a way to protect their assets from the national monetary policy
that threatens them by pegging to the dollar system and circumventing the
local banking system.

It is in the interest of developing countries to find ways to have the same
kind of control as the US has on the dollar and the EU on the euro through
cryptocurrencies and, in particular, future central bank digital currencies
(CBDC). However, the most common digital currencies, such as Bitcoin and



https://www.sitra.fi/en/dictionary/web-3-0/
https://www.wsj.com/articles/stablecoins-can-help-keep-the-dollar-the-worlds-reserve-currency-yuan-china-ef1047c
https://www.wsj.com/articles/stablecoins-can-help-keep-the-dollar-the-worlds-reserve-currency-yuan-china-ef1047c
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Ethereum, do not provide such control because they are based on relatively
strong decentralisation.

The question is whether systems that are like Bitcoin and Ethereum, but
more advanced, will become geopolitically neutral and therefore widely
approved financial structures. The idea might sound pompous, but we
should remember that the world is at the beginning of a major Al transfor-
mation. Technological development will probably both change the tradi-
tional central banking system and accelerate the building of competing alter-
natives.

Even though competition between superpowers and the astounding
technological development are revolutionising the international monetary
system, the dollar remains the king of global trade and reserve currencies for
the time being.

A huge sum was collected for Ukraine though
cryptocurrency

After Russia invaded Ukraine in February 2022, both countries used block-
chain technology to boost their fundraising efforts. According to an analysis
by consulting company Elliptic, over $212 million worth of crypto was
donated to pro-Ukrainian war efforts. This clearly beats the donations to
Russia.

Of this sum, approximately $56-83 million went to the Ukrainian gov-
ernment according to different estimates. In the immediate aftermath of the
invasion, $30 million was raised over four days. Web 3.0 solutions, such as
decentralised financial services, non-fungible tokens (NFTs) and decentral-
ised autonomous organisations (DAOs) played a central role in Ukraine’s
fundraising, accounting for more than $78 million of the total sum.

Of these, NFT campaigns raised almost $8 million for Ukraine. Those
supporting Russia, which started the war of aggression, only collected under
$5 million, and they have not succeeded in using NFT and decentralised
financial services very well.

The purpose of cryptocurrencies
is often found in chaos.


https://www.elliptic.co/hubfs/Elliptic_Crypto_in_Conflict_Report.pdf?utm_campaign=Crypto%2520in%2520Conflict%2520Report%2520%257C%25202023&utm_medium=email&_hsmi=247210816&utm_content=247210816&utm_source=hs_automation
https://www.elliptic.co/hubfs/Elliptic_Crypto_in_Conflict_Report.pdf?utm_campaign=Crypto%2520in%2520Conflict%2520Report%2520%257C%25202023&utm_medium=email&_hsmi=247210816&utm_content=247210816&utm_source=hs_automation
https://www.weforum.org/agenda/2023/03/the-role-cryptocurrency-crypto-huge-in-ukraine-war-russia/
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KIMMO LEVA AND AKSELI VIRTANEN

What if museums were
invented today?

The digital environment has started a new cre-
ative era in which art and its institutions are
undergoing a transformation. Web 3.0 technol-
ogies offer creators opportunities to redesign
their content and redefine value and ownership.

If museums were invented now, the first step would not be to think about
organising an architectural competition.

The most probable way to establish a museum would be digitally. This
would make it possible to continuously adapt it, lower the threshold of estab-
lishing and using its services and make it globally accessible. Today, content
is increasingly digital and often interactive, changing, and changeable.

So, what would the roof be built on?

Art, culture, and the entire creative sector are now undergoing a period
of major transformation, competing to reshape structures and redefine crea-
tors and works. This transformation is being accelerated by digitalisation and
Web 3.0 technologies, which are changing not only the forms and uses of
content and art, but also the economies around them. What will this mean
for art institutions and creative professionals? Or for the public?

The new creative economy will be built on a new
grammar

The French philosopher Michel Foucault wrote about the grammar of
knowledge formation. By this, he meant the system of knowledge that
defines the way people think and their activity at a given point in history. In
the 17th century, people’s views and understanding of language and the
economy were very different from those of the 19th century, but they shared
the same grammar at both moments. This turn completely changed our view
of the economy, language, and life: what they are, how they work and how we
participate in them.

Such a shift toward a new grammar of knowledge generation is under-
way once again, and it is particularly visible in the creative sector. The new
creative economy is built around Web 3.0 technologies, and it creates oppor-
tunities to redesign the economy between creators and the public.


https://www.sitra.fi/en/dictionary/web-3-0/
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The Web 3.0 creator economy refers to a new paradigm in which content
producers and artists can distribute their content directly by using decentral-
ised technologies, such as blockchains, smart contracts and cryptocurrencies.
Opportunities for redesigning the economy between creators and audiences
have also emerged. In the age of the decentralised internet, artists and con-
tent producers can bypass traditional institutions and platforms owned by
the digital giants.

Decentralised platforms also allow creators to connect directly with
audiences. With a digital token, artists and content producers can issue
rights to content, products, or services. At the same time, the audience can
get the right to participate and influence the content of the project, for exam-
ple. Smart contracts allow creators to also monitor revenue streams and gain
a share of the income also when content, works, or services are resold.

Web 3.0 is also a new medium for art

How could Web 3.0 be a tool for creators and artists?

Artist Eve Sussman tried it out. Back in 2003, she created the 9:44-min-
ute-long video art piece 89 Seconds at Alcdzar. The work focuses
on the painting Las Meninas (1656) by the Spanish artist Diego Velasquez.
Sussman’s video art piece staged Las Meninas as a play shot in a warehouse
in New York. Shot with the highest quality digital video of the time, the piece
slowly reveals how the painting was created in the 17th century at the
Alcazar palace in Seville, Spain.

In 2018, Sussman reworked the piece and divided it into 2,304 unique
video pixels. The work was named 89 Seconds Atomized and it was tokenised
on the Ethereum blockchain.

These 2,304 video pixels were created and auctioned as non-fungible
tokens. Each pixel, or “atom’, is an interesting artwork, but in addition, each
“atom” owner can request other owners to borrow their “atoms” via decen-
tralised platforms. This way, anyone can also reconstruct and see the art
piece as a collaboration of all atoms and organise a viewing of the work, for
example.

89 Seconds Atomized is a good example of how Web 3.0 will not only
reform the forms of art and content, but also their purpose and use. Breaking
up a piece of video art into pixels and redistributing them to new owners is
much more than co-ownership. Rather, it is decentralised interaction and
collaboration: tokens have become new tools for communication and organi-
sation in this case.


https://www.sitra.fi/en/dictionary/blockchain/
https://www.sitra.fi/en/dictionary/smart-contract/
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Will museums also be “atomized”?

89 Seconds Atomized is one of the first examples of a new kind of creative
economy. It breaks not only the forms of art and expression, but also the
semiotics of our current economy. The artwork can also be interpreted as
signaling a change in the economic grammar in Foucault’s terms. 89 Seconds
Atomized speaks to our need for a new, more expressive economic lan-
guage. It and its significance are difficult to grasp using the old economic
grammar.

The museum sector is also closely following the transformation of the
creative economy. For younger generations, digital services are the number
one choice for buying, using services and engagement. This development is
being accelerated by the spread of VR glasses and the new opportunities
provided by the decentralised internet. Several other reasons are also driving
change: the growing social importance of museums, the increasing costs of
maintaining and establishing museums, the rapid growth of collections and
climate change, digitalisation and the instability of current political and
economic systems.

The concept of museums as institutions is also problematic. The main
symbol of a museum is the museum building, which requires considerable
amounts of capital and maintenance funds. But museums can only display a
fraction of their collections in museum buildings. In the case of the Finnish
National Gallery this is only some two per cent, and the proportion is
decreasing year by year as the collection grows. The National Gallery is no
exception among European museums. It is obvious, for example, that the
museum concept that emerged in Europe in the 16th century is facing radi-
cal changes.

This change will be both rapid and slow. Currently, the museum econ-
omy is still based on the assumption that people’s use of money and the reve-
nue models of cultural organisations will remain focused on the physical
world for decades to come. And while Web 3.0 has raised high expectations
for improving the revenue models of creators and artists, the producers of
cultural content are, for the time being, the losers in the distribution of prof-
its in the digital operating environment.

Art, culture, and the entire creative sector
are now undergoing a period of major
transformation, competing to reshape
structures and redefine creators and works.
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Web 3.0 offers inspiring opportunities, but we need more expertise, fair
rules, and bold experimentation to develop decentralised technology in a
sustainable direction and to consider copyright and its automatic enforce-
ment as part of the creative economy. To function properly, the Web 3.0
creator economy also needs more innovation, scalability, and diverse decen-
tralised applications to grow.

But it is necessary to be part of the change today. The Finnish National
Gallery is building an international community to reinvent the museum,
encouraged by the opportunities offered by Web 3.0. In this context, we must
tirst answer the question: what kind of a museum concept would we create if
museums were invented today? It might be that the old concept of the
museum would need to be “atomised” in the same way as the Las Meninas
painting.

M.A., MBA Kimmo Leva is the Director General of the Finnish Nation-
al Gallery. Throughout his career, he has been developing museum
concepts and implementing reforms relating to the museum economy
in museums and national and international advocacy organisations of
the museum sector. Under Leva, Finland has implemented the exist-
ing Museum Card system and launched the Finnish National Gallery's
programme aiming to establish a museum that exclusively operates in
a digital operating environment.

D.Sc. (Econ.), Docent Akseli Virtanen is an expert in cryptoeconomics
and co-founder of Economic Space Agency. In 2014—2019, Virtanen
worked as a visiting researcher at UCSC and Stanford University,
building economic protocols and programmable organisations to
match the new capabilities of computing. He has also written the book
Protocols for Postcapitalist Economic Expression (New York: Autono-
media, 2023) together with Dick Bryan and Jorge Lopez. ECSA Labs
has also developed the Metamuseum concept jointly with the Finnish
National Gallery.


https://hackmd.io/@econaut6/S1GEgoSLY
https://discourse.ecsa.io/
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MARJA KONTTINEN AND HELENA MUSTIKAINEN

Have conventional
organisations reached the
end of the road?

The evolution of Web 3.0 has brought with it

a new way of organising. Old models are being
challenged by decentralised autonomous or-
ganisations (DAOs) that use blockchain tech-
nology. The appeal of DAOs is based on a new
kind of community, flexibility, and dynamism,
but are also vulnerable to risks and manipula-
tion.

Old hierarchical organisational structures have come under increasing criti-
cism in recent years. They have been deemed rigid and ineffective, with
decision-making centralised with only a few people. The lack of innovation
and inability to react to rapidly changing circumstances are also often chal-
lenges for conventional organisations.

The old models are being challenged by DAOs (Decentralised Autono-
mous Organisations), a key part of the Web 3.0 development path, which can
be seen as co-operatives of the digital era. DAOs use blockchain technology
and operate independently or autonomously, without a management layer or
centralised supervision. DAO members manage operations directly using
smart contracts and digital tokens. With blockchain technology, the opera-
tions are public and can be tracked by anyone.

The first DAOs were created in 2016 by the developers of the Ethereum
blockchain technology. The idea of new ways of organisation, however, had
been brewing for a long time before this. Self-managed and agile Teal organi-
sations, which invest in the meaningfulness of work, became a major phe-
nomenon already a couple of years before DAOs. The concept was coined by
Frederic Laloux, an author and researcher of organisational change. In Fin-
land, knowledge of Teal organisations has been spread by the Teal Suomi
community, among others.


https://www.tealsuomi.fi/
https://www.tealsuomi.fi/
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The advantages of DAOs compared to conventional organisations
depend strongly on the type of challenges they try to solve. Decentralised
structures like DAOs work the best when genuinely searching several per-
spectives and aiming to find a compromise that provides the maximum value
added. On the other hand, in the case of decision-making, where it is better
to choose between two options presented, decentralising the decision-mak-
ing process can easily lead to confusion and poor quality compromises.

Community and its co-operation at the heart of a
DAO

The creation of a DAO usually begins when a group of people or parties
want to join their forces for a common significant cause. The aim might be
to create an app, invest together or organise a fundraising campaign for char-
ity in such a way that the users can also manage the activity-related process.
A DAO can also be formed when a company or project changes its form, and
this is to be given or decentralised fully to the management of the users. The
decentralised central bank MakerDA, which created the DAI cryptocur-
rency, was originally a foundation that later became a DAO. The change was
made with the aim of creating a decentralised and open financial system
where decision-making and management would be in the hands of the com-
munity, rather than a centralised party. In the future, DAOs can also facilitate
decision-making on different platforms and value generation in a communal
way.

When a DAO is established, the group first determines the rules. They
can include the decision-making, voting principles and objectives. After this,
the DAO is created in a blockchain with a smart contract. The DAO-related
voting rights and other responsibilities are defined in a smart contract.
Groups can be comprised of private individuals or organisations, and they
can be international, allowing people interested in the issue to exert an influ-
ence together across national borders.

Once the autonomous organisation has been created, its members can
start working together, for instance by making decisions, voting, and taking
part in its activities. The members can also propose amendments to the
community’s rules and decision-making mechanisms.

A unique feature of DAOs is that the members can also delegate their
votes to other members or create digital tokens representing voting rights
that can be sold or transferred to others. This can facilitate fairer deci-
sion-making, as members can delegate their votes to other members who are
more informed on a specific topic or have more expertise in a specific theme.
In one of the biggest and most popular DeFi services, or decentralised finan-
cial services, Aave DAQO, members can transfer their votes to another mem-
ber. This can help to increase the weight of the votes of both the largest and
smallest investors.


https://docs.aave.com/developers/v/2.0/protocol-governance/governance
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DAOs are not just volunteer-based organisations; they can offer new
ways of rewarding employees or active participants. A DAO can offer crypto-
currency, ownership, or other benefits to its members instead of using con-
ventional remuneration systems. However, a DAO must ensure that its
reward scheme is fair, clean, and open to all members and regularly assess
the functioning of the scheme.

DAOs can also provide scholarships and funding to their members. For
example, Decentraland DAO, the manager of a blockchain technology-based
virtual world, granted a scholarship of USD 120,000 for organising a virtual
music club. The community was impressed by the applicant who had been
running its club already for a year and participated in the virtual Decen-
traland Metaverse Music Festival with its own stage, for example.

Decentralised organisations can be vulnerable to
wrongdoing

DAO:s inspire with their community, flexibility, and dynamism, but they are
not without risk. The technical problems and data security risks associated
with blockchains can jeopardise the operation of an autonomous organisa-
tion. This was already evident with the very first DAO, when it was
hacked in 2016. DAOs can also be vulnerable to manipulation and misuse
if certain members have too much decision-making power. Another chal-
lenge of the decentralised model is who is ultimately responsible for opera-
tions.

Risks can be mitigated, for example through good planning, considering
the motivation and interests of members and risk management. The techni-
cal functioning of the DAO must also be carefully tested before deployment.
Although the blockchain as such cannot be cancelled, the processes can be
modified and changed if necessary. A DAO can also vote on the changes;
after all, it is in its interest that things work better and that they can be devel-
oped.

DAO:s are technology-based solutions, but they also require suitable
legislation and regulation to be put in place. In Finland, the need for legisla-
tive changes, such as whether DAOs should be classified as legal persons, are
currently being assessed. Some countries have legislation that is more flexible

DAQOs inspire with their community,
flexibility, and dynamism, but they are
not without risk.


https://forum.decentraland.org/t/dao-048fa3d-shelleyvan-x-tru-band-room/18273
https://forum.decentraland.org/t/dao-048fa3d-shelleyvan-x-tru-band-room/18273
https://medium.com/swlh/the-story-of-the-dao-its-history-and-consequences-71e6a8a551ee
https://medium.com/swlh/the-story-of-the-dao-its-history-and-consequences-71e6a8a551ee
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about DAOs. These include Switzerland, Liechtenstein, Panama, and Singa-
pore.

It is important to keep in mind that traditional associations and co-oper-
atives may still be a better option when personal interaction between people
and local presence are of paramount importance to organising. At present,
DAGO:s still involve several uncertainties and risks, and their operations are
not as stable or predictable as those of traditional organisations.

Despite the risks and shortcomings, a DAO is an interesting new digital
tool that includes improved transparency and the possibility of international
co-operation and decentralised decision-making. These features can help to
create more flexible and dynamic organisations that can adapt quickly to
changing conditions and foster wider engagement.

Marja Konttinen is a global marketing professional in the gaming
industry. Marja has worked with the metaverse and social gaming, and
was the Marketing Director of Decentraland, the leading decentral-
ised technology virtual world. Her cryptowallet contains NFT art and
access tickets to communities.

Helena Mustikainen works at Sitra in foresight tasks in the Fair Data
Economy theme and is responsible for the Web 3.0 project entity. She
has more than 20 years of experience in supervisory tasks and aims
for self-managed teams. Hele is particularly interested in co-opera-
tion and ecosystems enabled by decentralised technology.
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HEIKKI AURA AND JUKKA VAHTI

A new era of social media?
This will determine whether
Web 3.0 offers a fair
alternative to the digital
giants

The power of the digital giants is expanding,
and the list of problems with social media is
long. Social media services based on Web 3.0
technologies provide new alternatives, promis-
ing users the power to manage their own data.
Are we entering a new era of social media?

The list of problems associated with the largest social media services is long,
and it gives rise to widespread concern both in Finland and around the
world: concentration of power, opacity of data use and algorithms, user pri-
vacy problems and polarisation of societal discussion.

Digital giants, such as Facebook, TikTok and Twitter, have become key
gatekeepers of the digital age in a relatively short time. Today’s social media
services have even been described as a threat to the sustainability of democ-
racy. From the point of view of the digital giants, users have become a prod-
uct whose data they use and sell in various ways.

Instead of being communal playgrounds, today’s social media services
have become major tools for hoarding power and data, with which the giants
of the digital age control, manipulate and restrict our interaction using invis-
ible mechanisms. Sitra has been highlighting the significant problems associ-
ated with the services of today for a longer time, for example in its Digipower
investigation.

The EU wants to curb the power of the biggest platforms and improve
the position of service users through regulation. The aim is to make the
existing digital giants operate more fairly - or at least to prevent the most
blatant abuses.

Platforms of the present form are not the endpoint of the development of
social media services, but rather the first phase. Recently, new social media
applications, communities and other services have begun to emerge from the
shadows of the platform giants. They challenge the current operating models


https://www.sitra.fi/en/news/sitra-report-analyses-social-medias-threat-to-democracy/
https://www.sitra.fi/en/news/sitra-report-analyses-social-medias-threat-to-democracy/
https://www.sitra.fi/en/projects/digipower-investigation/
https://www.sitra.fi/en/projects/digipower-investigation/
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and promise users a fairer alternative, where the relationship between the
service provider and user is more equal than on existing social media plat-
forms.

What the new social media services have in common is that they are
based on decentralised technologies, such as blockchains and other decen-
tralised file systems. That is why we call them Web 3.0 technology-based
social media services.

What are these newcomers all about, and can they really offer a fair
alternative? We have compiled a list of the most important criteria for “better
social media”

1. Give data ownership and control back to the
usetr.

Conventional social media platforms, such as Facebook, Twitter, and You-
Tube, collect, control and exploit user data. The ideological starting point of
Web 3.0 social media services is that users should have more rights to decide
how their own data is used, such as who it is shared with. Users can also
manage their own connections and content without interference from cen-
tralised parties or arbitrary control.

As user data is at the core of the revenue model of digital giants and
social media, it should be noted that new social media services also need a
way to generate cash flows to maintain their services. It is therefore quite
possible that user data will become part of the product in these services as
well.

2. Making algorithms visible and controllable

Algorithms play an important role in social media services. An algorithm is
like a personal D] who picks the most suitable tracks or posts for the user. It
learns to know users and their tastes based on their likes or shares. The algo-
rithm runs through the clutter of social media and displays content that it
believes the user to be interested in. At the same time, it can be manipulated
and controlled by the platform in such a way that the algorithm tailors a
separate version of reality.

Web 3.0-based social media services’ basic idea is that users can better
define and edit the algorithms used in the services. In practice, this means
that the users can influence the posts that they see based on what they con-
sider to be interesting or entertaining. The aim of open algorithms and better
user customisation will, if it succeeds, be one of the key differences between
old and new services.
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3. More democracy and openness in developing
services

Conventional social media platforms are extremely centralised in terms of
decision-making. Power is in the hands of a very small group, in some cases
a single person. Many new social media services emphasise that deci-
sion-making is based on a more communal and decentralised model.

The idea that users can be involved in determining the direction of
development of the services and associated decision-making can even be
considered radical for the current situation, but it is also quite a feasible idea.
If successful, it can make the services more democratic and transparent
while preventing the most blatant excesses. On the other hand, there is the
risk that decision-making will remain centralised in a group of insiders who
will be able to steer the community in the direction they prefer. One could
also ask how many users are ultimately interested in influencing the develop-
ment.

4. Reward users and content producers more
fairly

In today’s social media services, the distribution of value is unidirectional —
the monetary benefit flows to the owner of the platform, meaning the digital
giants. Naturally, content producers receive compensation but not at the
amount they provide to the platforms. However, the value of these platforms
arises from the content that users produce on them.

A fairer model would be to provide users with opportunities to earn
value from their participation. Several Web 3.0-based social media services
advertise an operating method in which users can gain part of the value by
creating content, taking part in discussions, or voting on the quality of con-
tent, for example. The value can, for example, be distributed to the users
through tokens or non-fungible tokens (NFT).

5. A safe and diverse community

New social media services should take user-centricity to a new level regard-
ing accessibility, moderation of discussion and discussion culture. This
means, among other things, accessibility, different language options and the
compatibility of the platforms with other services.

Services should also provide effective and fair moderation systems that
will keep the community safe and promote a positive discussion culture.
Algorithms and Al can help, but better operating models for human moder-
ation should be developed alongside them.


https://www.sitra.fi/en/dictionary/token/
https://www.sitra.fi/en/dictionary/non-fungible-token-nft/

HOW TO BUILD A SUSTAINABLE WORLD WITH WEB 3.0? - Remarks on the importance of a decentralised web for the environment, economy, and society 5 6

In summary: skate to where the puck will be

A major question about future social media is what the service users ulti-
mately actually want. There have not been many user-friendly alternatives to
the social media services of today, which is why the market has not genuinely
tested how interested users are in managing their own data, adjusting the
algorithms to their liking or fairer value creation opportunities.

The wisdom of the world’s best ice hockey player Wayne Gretzky was to
skate to where the puck will be next — not where it is right now. A recipe for
success is not usually based on copying what already exists. New insights and
approaches are needed.

The platforms of the digital giants are used by billions of people. The gap
between the two is huge. Users are strongly locked to the existing services
because transferring one’s own data and networks between platforms is diffi-
cult. For new services to find users, they must be able to offer something
clearly new that will cause users to migrate to them or for a new generation
to adopt them directly.

Ideally, the social media landscape of the future could look more like a
common marketplace of communities than the current control of digital
giants. If they succeed, the new challengers can offer more individual free-
dom, better privacy protection and opportunities to participate in value
creation. When all this comes together, the current digital giants may start to
look increasingly like monuments of the past.

Instead of being communal playgrounds,
today’s social media services have
become major tools for hoarding power
and data.
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Next-generation social media services

Phaver is a Finnish social media platform that is based on Web 3.0
technology. It provides the user with full control over their data and
allows them to create their own content. Phaver users can earn to-
kens if they actively participate in the service.

Mastodon is a decentralised social media platform that provides
users with more control over their privacy and content. It is built on
the principles of open-source code and works through independent
communities, or “instances”. Users can create their own instance or
join existing ones.

Lens Protocol is a Web 3.0-based technology founded and developed
by Stani Kulechov, a Finn. It acts as an infrastructure for Web 3.0
technology-based social media platforms, providing app and service
developers with tools for management and custom content algo-
rithms.

Orb is a decentralised social media platform based on Web 3.0 tech-
nology. Orb gives users full control over their own content and an
opportunity to earn cryptocurrency through active participation. Orb
aims to create a more democratic and open internet where users de-
cide on the rules and content of their community.

Heikki Aura works at Sitra on the Fair Data Economy theme, especial-
ly with various data-related ecosystems, such as the Competitiveness
through Data project. Heikki has more than 20 years of experience

in new technologies and applications. Prior to joining Sitra, Heikki
worked at Nokia and as a start-up entrepreneur.

Jukka Vahti works at Sitra as Project Director of the Digital power
and democracy project. The project aims to increase understanding of
the impacts of digitisation on democracy. During his career, Jukka has
assessed the change and future of the media and information envi-
ronment from the perspectives of communication studies, journalism,
and communications professionals.


https://phaver.com/
https://joinmastodon.org/
https://www.lens.xyz/
https://orb.ac/
https://www.sitra.fi/en/people/jukka-vahti/
https://www.sitra.fi/en/topics/digital-power-and-democracy/
https://www.sitra.fi/en/topics/digital-power-and-democracy/
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JOONAS LEPPANEN AND P-J HYYTIAINEN

Could Web 3.0 save
democracy in jeopardy?

The status of democracy has been weakened by
many crises and social media. Blockchain tech-
nologies could be a lifesaver for us, because
they could introduce a lot of transparency to
the voting system.

Imagine a democratic system where every voter could watch how deci-
sion-makers deliver on their promises. If elected representative did not fulfil
their promises, voting could be repeated already during the election period.
Or what about the possibility of voting for several candidates instead of just
one and stressing their different strengths?

These new ideas could become reality with blockchain technology.

This possibility of change is shaking up our notions of democracy and
political participation. With blockchain technology, we could create a more
active and transparent democracy in Finland.

In this article, we focus mainly on the potential that the new technology
brings. Of course, we acknowledge that any risks must be carefully and com-
prehensively considered in adopting new technologies. But we should point
out that even though many of our ideas may sound like a future utopia, they
are already technologically feasible.

Organisations can set an example in inclusive
decision-making

The use of blockchain technology in inclusive decision-making is already a
thing in decentralised autonomous organisations (DAO), where participants
make decisions without a higher decision-making layer. A similar approach
to decision-making has also been longed for in democracy and politics. One
of the main challenges, though, has been that voting technology has not kept
pace with technological change.

Web 3.0 technologies could make digital voting more transparent and
inclusive. If the voting system was based on decentralised technology and a
strong digital identity, voting could also take place securely.
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People could also see the voting results and data on voting behavior
more quickly. A system based on smart contracts would also protect against
any attempts to influence the voting results.

Experiments with blockchain technology to digitise elections have
already been carried out around the world, including in Thailand, the US,
Switzerland, Japan, India, Greenland, Brazil, Sierra Leone, and South Korea.

What if voting did not end up with the elections?

Elections are the best known and most important interface of democracy.
However, elected representatives often end up in a situation where they fail
to deliver on their pre-election promises. Although this is political realism
for the representatives, voters see it as a failure to keep their promises. What
if we could create an electoral system where the voter’s consumer protection
is guaranteed by ensuring continuous power over their own vote?

In elections based on blockchain technology, paper ballots would be
replaced by a digital token. A functionality could be built into this token to
transfer one’s vote to another candidate. This way, it would be possible to
make sure that the representative acts as promised. This would improve
voter’s consumer protection and put pressure on their representatives. If the
representatives were at risk of losing votes during their term of office, they
would have to justify their actions more.

With blockchain technology, there would be
more accountability

We have all heard elected members of Parliament say that they are only or
primarily accountable to their constituents. But it is not obvious that this is
true.

The secrecy of the ballot means that the votes cast cannot be traced back
to those who cast them. Therefore, elected representatives cannot know who
voted for them and why. Election secrecy is an interesting phenomenon
today: we have become accustomed to openness and the constant collection
of information about us in everything else.

In an open-list election, votes are primarily cast for parties. The order of
the candidates on their party’s list is determined based on the votes cast.

What if we could create a voting system
where voters could change their vote
depending on how their representative
acts?


https://democracy-technologies.org/voting/blockchain-voting-decentralised-transparent-elections/
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What if we could create a voting system where voters could change their
vote depending on how their representative acts? And what if representatives
were constantly informed of the will of their voters and maintained an active
dialogue with them?

If the votes were cast using a token, representatives would know who
voted for them. In practice, this would work by the information that the
voter wants to give to the representative being encoded in the vote. Repre-
sentatives could then say that they are accountable to their voters and know
what they are expected to do.

Would personal elections become a thing of the
past?

Under the current system, the voter can choose only one candidate. What if
the vote could be split between different candidates? What if representatives
could use their own strengths more forcefully and exercise more power
through them?

A voting system based on tokens would make it possible to split one’s
vote based on different policy areas. This would make it possible to empha-
sise one’s preferred candidate in security policy while endorsing another one
when it comes to social and health services, for example.

The idea could also be taken further by giving representatives more
power in different policy areas. In defence policy, for example, the candidate
with the highest number of votes in that policy area would have more votes
in a related committee. Correspondingly, their votes would be lower on
issues where they did not have as many tokens - meaning votes.

We should give blockchains a chance

The trump card of voting systems based on Web 3.0 technologies would be
their ability to inspire engagement by ensuring that the decisions are com-
prehensively presented and easily monitored. Such openness would encour-
age people to take a more active role in decision-making.

Of course, such solutions are not without their problems. Although their
security is an advantage of blockchain-based voting systems, manipulation of
voting applications is still possible. An assessment of the VOATZ application
experimented in the US found a lot of security flaws. Nevertheless, the case
shows the need to develop auditing methods for voting apps. In decentral-
ised systems, where security is a priority and openness is guaranteed, it is
easier to find solutions to problems.



https://www.govtech.com/biz/detailed-audit-of-voatz-voting-app-confirms-security-flaws.html
https://www.govtech.com/biz/detailed-audit-of-voatz-voting-app-confirms-security-flaws.html
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The development of the electoral system is a key part of the functioning
of our democracy, and therefore we must proceed with caution in it. The first
step could be to experiment with electronic voting and create the prerequi-
sites for blockchain-based voting in the same context. At least the authors of
this article are committed to promoting such an experiment.

Joonas Leppénen is a Leading Specialist in Sitra’s New Forms of Par-
ticipation project, responsible for developing digital democracy and
related experiments. Joonas combines a deep theoretical knowledge
and practical experience of democracy. His doctoral thesis at the Uni-
versity of Helsinki was on democracy and dissent.

P-J Hyytidinen is an experienced designer of digital services. He has
worked as a Design Director and trusted advisor, most recently with

the Web 3.0 specialist office Struggle. His visionary touch combined
with strong business insight has provided client operations with im-

pact and results.

Bibliography and references:

Haarseim, Tim: Blockchain Voting: Decentralised, Transparent Elections?

Voas, Jeffrey: Blockchain-Enabled E-Voting

Detailed Audit of Voatz' Voting App Confirms Security Flaws (govtech.com)



https://democracy-technologies.org/voting/blockchain-voting-decentralised-transparent-elections/
https://www.academia.edu/72122395/Blockchain_Enabled_E_Voting%2520%2520https:/http:/democracy-technologies.org/voting/blockchain-voting-decentralised-transparent-elections/
https://www.govtech.com/biz/detailed-audit-of-voatz-voting-app-confirms-security-flaws.html

SITR3

SITRA MEMORANDUM 29 August 2023

Sitra memorandums are insights produced to
support our future-oriented work.

ISBN 978-952-347-346-1 (PDF)

www.sitra.fi

SITRA.FI

Itdmerenkatu 11-13

PO Box 160

FI-00181 Helsinki, Finland
Tel: +358 294 618 991



	Foreword
	Summary
	Tiivistelmä
	Sammanfattning

	The environment and Web 3.0
	KRISTO LEHTONEN AND MARI PANTSAR
	Can blockchain technology be used to prevent harmful environmental impacts and promote the circular economy? 
	HEIDI KALMARI AND LOTTA TOIVONEN
	How can the future Web 3.0 be kept within the Earth’s carrying capacity?

	The economy and Web 3.0
	PATRIK ELIAS JOHANSSON 
	The race in the Web 3.0 world: who will win, criminals or enforcers?
	MIKA RUOKONEN AND PAAVO RITALA
	Should businesses jump on the virtual world bandwagon?
	THOMAS BRAND 
	Are decentralised financial services here to stay? 
	ALKU SIRÉN AND RISTO E.J. PENTTILÄ
	Will cryptocurrencies challenge the dollar?
	KIMMO LEVÄ AND AKSELI VIRTANEN 
	What if museums were invented today?

	The Society and Web 3.0
	MARJA KONTTINEN AND HELENA MUSTIKAINEN
	Have conventional organisations reached the end of the road?
	HEIKKI AURA AND JUKKA VAHTI
	A new era of social media? This will determine whether Web 3.0 offers a fair alternative to the digital giants 
	JOONAS LEPPÄNEN AND P-J HYYTIÄINEN
	Could Web 3.0 save democracy in jeopardy?


