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Foreword

Societies based on democracy and the market economy are founded on the
belief in the individual who is capable and willing to make choices and
decisions that are rational from their point of view and based on
information that is available at any given time. The legitimacy of society, of
public power and thus of representative democracy derives from the fact
that members of society are consciously ready to subject a certain part of
their own freedom and power to common ground rules.

This memo, Data, power and democracy, examines the different ways in
which the transformation brought about by digitalisation and in particular
digital media environments influences - in fact disrupts — the traditional
power relations of liberal democracies. In the memorandum, Henrik
Rydenfelt, Docent of Practical Philosophy and Media and Communication
Studies at the University of Helsinki, explores the ongoing societal-
technological transformation from the perspectives of classic social scientific
theories of power.We are living in the midst of a transformation marked by
digitalisation, an explosion in the volume and use of data and rapid change in
our information environment. The memo shows that this transformation
compels us to address fundamental questions about democracy and individual
freedom. At the same time, it provides food for thought on all the ways in
which technological developments are challenging democracy to reform and
how we could improve the conditions for individuals participation.

The memo builds on the the perspectives provided by Sitra’s previous
publications Mediaviilitteinen yhteiskunnallinen vaikuttaminen - Murros ja
tulevaisuus (“Media-mediated societal influence — a transition and the future”
and Tracking Digipower — How data can be used for influencing decision-makers
and steering the world. It also provides a theoretical context for examining
technology, democracy and digital power. In terms of democracy and
inclusion, the transformation is having a pervasive impact on many fields,
ranging from transnational and national decision-making and regulation to
our everyday lives that are quickly becoming increasingly digital. Therefore,
recognising and understanding the different dimensions of digital power is
important for ordinary people, decision-makers, companies and organisations.

The memo was written as part of Sitra’s Digital Power and Democracy
project. The project produces information and insights on new forms of
digital power and enables people to make a difference in matters that are
important to them.

Veera Heinonen, Director, Democracy and participation, Sitra

Jukka Vahti, Project Director, Digital power and democracy, Sitra
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Summary

What are the challenges and opportunities of the digital media environment
for Western societies? What might the future of democracy be in the age of
data?

This memo addresses these questions through the concept of power.
Power is understood as the ability to make others act in ways that serve the
purposes of those who exercise it. This ability is often based on data,
information, knowledge, ownership and economic capital or political
status.

By distinguishing between forms of power that are based on
knowledge, information and data, the memo gives a new perspective on the
changes brought about by digital and social media. The role of traditional
information gatekeepers has weakened, and knowledge and information
power are diverging: the ability to control information is not centralised in
institutions that produce and transmit knowledge. The rise of data power is
reflected in the influence wielded by social media platforms and services.
Societal debate, individuals and groups have to adapt to the structures
provided by these services.

The new information environment and media diversity challenge the
democratic ideals of rational and informed debate and consensus as the
basis for societal decision-making. The memo outlines a partly alternative
vision offered by the philosophical tradition of pragmatism. Pragmatism
offers a vision of societal decision-making through a self-revising process
resembling scientific inquiry in which both the shared goals and the means
to achieve them are tested in social practice.

Modern digital technology could provide this kind of experimental
democracy with unprecedented opportunities. Under what conditions
could societal decision-making based on the collection and use of data be
implemented?

Western societies are characterised by the idea of liberalism, according
to which the legitimacy of the use of power derives from the free consent of
individuals. This idea underlies both the freedom of the markets and the
legitimacy of societal power. This memo introduces and critically assesses
the concept of a social data contract, in which individuals make data
generated through their actions available to public administration, which in
turn would enable public governance to better identify problems and devise
solutions.



SITRA MEMO - DATA, POWER AND DEMOCRACY 6

Tiivistelma

Millaisia haasteita ja mahdollisuuksia digitaalinen mediaympéristo tuottaa
lansimaiselle yhteiskunnalle? Mika voisi olla demokratian tulevaisuus datan
ajassa?

Muistiossa naitd kysymyksid tarkastellaan vallan kisitteen avulla.
Tarkastelu pohjautuu ndkemykseen vallasta kykyna saada toinen toimi-
maan tavalla, joka palvelee vallan kayttdjan tarkoituksia. Tdma kyky perus-
tuu usein tietoon, informaatioon, omistusoikeuteen ja taloudelliseen paa-
omaan tai poliittiseen asemaan.

Erottelemalla tietoon, informaatioon ja dataan perustuvat vallan
muodot muistio tarjoaa uuden ndkokulman digitaalisen ja sosiaalisen
median tuottamaan muutokseen. Informaation perinteisten portin-
vartijoiden asema on heikentynyt, ja informaatio- ja tietovalta erkanevat
toisistaan: kyky hallita informaatiota ei keskity tiedon tuottamisen ja valit-
tdmisen instituutioille. Datavallan nousu puolestaan erottuu erityisesti
sosiaalisen median alustojen ja palveluiden valtana. Yhteiskunnallinen
keskustelu sekd yksiléiden ja ryhmien pyrkimykset joutuvat mukautumaan
ndiden palveluiden tarjoamiin rakenteisiin.

Uusi informaatioympiristd ja median moninaisuus haastavat demo-
kraattiset ihanteet rationaalisesta ja informoidusta julkisesta keskustelusta
sekd sen kautta muodostuvista konsensuksista paitoksenteon pohjana.
Muistiossa hahmotellaan vaihtoehtoista visiota filosofisen pragmatismin
pohjalta. Pragmatistit esittivat ajatuksen yhteiskunnallisesta paatoksente-
osta tieteellisen tutkimuksen kaltaisena itseddn korjaavana prosessina,
jossa sekd yhteisid tavoitteita ettd niiden saavuttamisen keinoja koetellaan
sosiaalisissa kdytannoissa.

Nykyinen digitaalinen teknologia tarjoaisi téllaiselle kokeilevalle
demokratialle ennennakemittomat mahdollisuudet. Mutta milld edelly-
tyksin datan kerddamiseen ja hyddyntdmiseen perustuva yhteiskunnallinen
paitoksenteko olisi toteutettavissa?

Lansimaisia yhteiskuntia leimaa liberalismin nimelld kulkeva ajatus,
jonka mukaan vallankéyton oikeutus on perdisin yksilon vapaasta suostu-
muksesta. Ajatus on sekd markkinoiden vapauden ettd yhteiskunnallisen
vallankayton oikeutuksen taustalla. Muistiossa esitellddn ja arvioidaan
kriittisesti datayhteiskuntasopimuksen ajatusta, jossa yksilot luovuttaisivat
toiminnastaan syntyvaa dataa julkisen hallinnon kayttoon ja saisivat vasti-
neeksi entistd paremmin ongelmia ja ratkaisuja tunnistavan julkisen vallan.
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Sammanfattning

Hurdana utmaningar och mojligheter skapar den digitala mediemiljon for
vasterldndska samhillen? Hur skulle demokratins framtid kunna se ut i
dataeran?

Promemorian behandlar dessa fragor med hjilp av begreppet makt.
Behandlingen baserar sig pa idén att makt dr en férmadga att fd en annan
person att agera pd ett sitt som tjanar makthavarens syften. Denna férméga
baserar sig ofta pa kunskap, information, dganderitt och ekonomiskt
kapital eller politisk stallning.

Genom att skilja pa de maktformer som baserar sig pa kunskap,
information och data erbjuder promemorian ett nytt perspektiv pa den
forandring som digitala och sociala medier skapar. De traditionella
portvakternas stdllning har forsvagats, och informationsmakten och
kunskapsmakten fjarmar sig fran varandra: formagan att kontrollera
informationen samlas inte till institutioner som fokuserar pa producering
och overforing av kunskap. Den 6kade datamakten syns for sin del sdrskilt
som de sociala medieplattformarnas och medietjansternas makt.
Sambhillsdebatten och individernas och gruppernas stravanden maste
anpassa sig till de strukturer som dessa tjanster erbjuder.

Den nya informationsmiljon och mediernas mangfald utmanar
demokratiska ideal om en rationell och informerad offentlig debatt och en
konsensus som uppnés genom den som grund for beslutsfattande.
Promemorian gestaltar en delvis alternativ vision som den filosofiska
pragmatismens tradition erbjuder. Pragmatisterna presenterade en idé om
det samhilleliga beslutsfattandet som en sjalvforbattrande process som
liknar vetenskaplig forskning dir bdde gemensamma mal och metoder att
uppna dessa provas i sociala tillimpningar.

Den digitala teknologin idag skulle erbjuda en sadan experimentell
demokrati oerhérda moéjligheter. Men under vilka forutsattningar skulle
man kunna genomfora det samhalleliga beslutsfattande som baserar sig pa
insamling och utnyttjande av data?

De viasterlandska samhadllena kdnnetecknas av en idé som kallas
liberalism, enligt vilken rdtten att utéva makt grundar sig pa individens
frivilliga samtycke. Idén ligger bakom bade marknadsfriheten och ritten till
maktutdvning i samhallet. Promemorian presenterar och bedomer kritiskt
idén i datasamhéllskontraktet enligt vilken individerna 6verlater data som
skapas av deras verksambhet till den offentliga forvaltningens férfogande
och i utbyte far en offentlig makt som dnnu battre identifierar problem och
16sningar.
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1. Introduction

The development of digital communications technologies has led to a
change in the information environment, often called a media revolution.
But what exactly has been transformed - and why?

Digital technology enables the collection and use of data on a massive
scale. The data generated by people’s activities is primarily accumulated by
a few social media and digital technology giants. What are the societal
challenges and opportunities that digital communication technologies and
data-driven decision-making bring to Western societies?

The aim of this memo is to outline, through the concept of power, the
change in media and society that is generated by digital technologies and
the use of data. It examines digital media and the use of data in the light of
fundamental assumptions about the market economy and the public
exercise of power. It offers new perspectives on how a democratic society
might respond to the change in the information environment and the
problems and challenges created by data-based power.

The examination proceeds through a conceptual analysis,
argumentation and philosophical inquiry. It is not intended to provide a
detailed picture about disinformation and influencing through information
in digital media or to assess in detail the use of algorithms, artificial
intelligence and data in societal decision-making. There are many studies
and reports available on these themes and their development. Instead, the
aim is to look at broader societal developments and the opportunities and
threats generated by digital communication technologies to a Western,
liberal and democratic society.

The following, second section introduces the concept of power, which
is the basis for the examination, as well as theoretical perspectives on the
foundations and structures of power, questions of legitimacy and ethics of
the exercise of power and the relationship between freedom and power. In
the third section, forms of power central to digital media are discussed by
distinguishing the concepts of knowledge power, information power and
data power and by examining the power of algorithmic systems.

The fourth section considers the exploitation of data and related
regulation in the context of free markets. Current regulation related to data
and information is based on an individual’s choice and the right called
privacy; both are reviewed in the light of questions related to the legitimacy
of and justification for the exercise of power.

In the fifth and final section, the changes generated by digital media
and data power are analysed in relation to public power and ideas regarding
its legitimacy and justification. This section presents and critically assesses
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the concept of a social data contract, in which individuals provide data
generated through their activities to public administration, to serve as a
basis for societal decision-making.

For discussion and comments, I am indebted to Lauri Haapanen, Jesse
Haapoja, Eero Hyvonen, Matti Héyry, Elisa Juholin, Tuukka Lehtiniemi,
Viino Lithovius, Mervi Pantti, Sami Pihlstrom, Jooseppi Raikkonen,
Johanna Suur-Uski, Samuel Tammekann and Sitra’s commentators.
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2. What is power?

Power is the ability to make others act in a
manner that serves the purposes of those
who exercise power. Among people, power

is often based on the ability to use or shape
the aspirations of others. The legitimacy of
exercising power can be examined in terms of
the complex relationship between power and
freedom.

Definition of power

When two people are preparing dinner together, we do not immediately
think that the situation involves the exercise of power. But what if one of
them is a chef who receives financial compensation for teaching their
customer the secrets of cooking? Or perhaps it’s a couple, one of whom
participates unwillingly in preparing dinner, fearing the end of the
relationship - or even the violent reaction of their partner?

In social sciences and philosophy, the concept of power is often used to
analyse different social and societal situations, though there is no consensus
regarding the nature or definition of power.

According to many classical definitions of power, power is the ability
to bring about an outcome. In the 17th century, the English philosopher
Thomas Hobbes wrote that the power of a person “(to take it Universally,)
is his present means to obtain some future apparent Good” (Hobbes 1651,
92).

Hobbes’ description, however, does not include the characteristic of
power that emerges in the thinking of the 20th century’s key analyser of
power and the exercise of power, Michel Foucault. In his writings, Foucault
did not offer a definition of power as such, but he emphasised that “power”
refers to the relations between parties within a whole (Foucault 1982, 786).
What can be considered one of Foucault’s key observations is that in certain
situations, the “other” party may be the individual exercising power. Power
is relational: when one person has power, another is the object of power.

The relational nature of power is summarised in political scientist
Robert Dahl’s characterisation of power, according to which A has power
over B insofar as A can get B to do something B would otherwise not do
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(Dahl 1957, 202-3). “Doing” also includes “not doing”: A has power over B
insofar as A can get B not to do something B would otherwise do.

However, Dahl’s view faces another problem. Climate change, a steep
mountainside or a threatening meteorite may well make us do something
that we would otherwise not do. We do not usually consider them to be
exercising power. As Hobbes proposed, power is linked to goals — which
meteorites do not have.

A third influential definition of power was put forward by the
sociologist Max Weber, in whose view power is the possibility that one
party in a social relationship is in a position to carry out their own will
despite resistance, regardless of the basis on which this possibility rests
(Weber 1922, 28). Weber’s definition includes both the relational nature of
power and the link to goals, though it considers power to be a series of
opportunities to achieve one’s goals, rather than an ability to do so.

The key characteristics of power presented above can be summarised
as a definition that avoids the problems of competing views:

A has power over B insofar that A has the ability to get B to act in a
manner that is in line with A’s goals.

Power, according to this definition, is about an ability that is relational
and linked to the goals of the person who exercises power. From this
definition, it follows that although anything can be an object of power,
power can be held only by those who have goals. Doing is here understood
broadly: it can also mean not doing something.

POWER AND RESISTANCE

Weber's definition has been repeatedly but erroneously read as including
the idea that the exercise of power is always linked to the resistance of
another (e.g. Lukes 1974, 21—25). Often, power cannot be distinguished as
someone else's resistance; on the contrary, the exercise of power may be
possible precisely due to lack of resistance by others.

As has been frequently pointed out in social research on the concept of
power, power may be based on the ability to influence and even
manipulate the habits of action and goals of those who are subject to
power. It therefore does not follow from the above definition that power
or its exercise necessarily includes resistance by the object.
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Foundations and structures of power

Power is an ability that does not emerge from nothing. It is based on some
factor that gives the one wielding power the ability to get another person to
act in a manner that is favourable to the goals of the former.

In Western societies, the basis of power over inanimate objects is often
ownership, which makes it possible to use objects and animals in a manner
that suits the owner’s goals. In our social order, the right of ownership is
also extended to many animals, though animals, too, have drives and
purposes and our exercise of power may be based on influencing them.

Instead, power in relation to other people is typically linked to the
aspirations of the people who are objects of power. The basis of power lies
in some other ability that enables the aspirations of others to be turned into
the service of the goals of those who exercise power.

The fearful spouse in the dinner example aspires to avoid trouble or
even physical injury. The spouse that exercises power, on the other hand,
has the ability to blackmail the other partner by ending the relationship or
resorting to outright violence. The professional chef has financial
aspirations that the customer can make use of as they have the financial
ability - money - to acquire the chef’s culinary services. The power setting
is not unilateral: the chef’s exceptional culinary skills turn into financial
benefit due to the customer’s culinary desires.

There is also another option. Power may be based on the ability to
change others’ goals so that they coincide with or otherwise serve the goals
of the one wielding power.

In our example, perhaps the overbearing charm, eloquence and
charisma of the cooking partner have led the other person to think that
cooking in precisely this company is worth pursuing. Or perhaps the other
party thinks so as a result of the cooking partner’s lying, long-term
manipulation or outright brainwashing.

The foundations of power do not come from nothing. They rely on
biological, cultural, societal, social and financial factors and practices. The
typical human tendency to avoid pain, injury and death and, as a result,
violence has a biological basis. The right of ownership is a societal, social
and judicial practice, without which the possibility to use objects and things
would be completely transformed - or perhaps disappear entirely. Thus, in
exploring the bases of power it makes sense to talk about structures of
power, which enable certain forms of exercising power while excluding
others.
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Power and freedom

It is tempting to think that power and freedom would be opposites: the one
who is the object of power is not free to act in the way they want. The
element of coercion is often associated with being the object of power. Fear
of physical or mental violence forces the object of power to act differently
than they would initially want.

Our examples show, however, that the juxtaposition is not always this
evident. When the chef offers their services for financial remuneration, they
seem to do so freely, at least under certain conditions. Activities in which
an individual voluntarily spends time with another person due to their
charisma and eloquence - or because the individual considers this the most
meaningful way to get a tasty dinner - can also be considered free.

The question of volition quickly becomes complex. Could the use of
charisma and eloquence lead to a situation where the other person is no
longer capable of deciding for themselves? What if the chef does not have a
choice if they want to eat?

The question of power and freedom is thus linked to the fundamental
question of free will. What is free will — and does it exist?

In everyday thinking, we often think of freedom as the ability to make
choices between different alternatives in each moment. An example that is
descriptive of this conception is a scene from Finnish comedy where the
main character, Uuno Turhapuro, lies on a couch and marvels at his ability
to wiggle his toes at will. He tells his toe to move - and it does.

But does he make his choice at that moment? As literature on free will
frequently points out, we act on our beliefs and aspirations. Even if a choice
is made at a particular moment, the decision is the product of pre-existing
habits of action. The toe movement is the result of the character’s deeply
rooted predilection to lie around and spend his time on idle philosophical
musings.

If all our actions are guided by our beliefs and aspirations like this,
what would be free about our actions? In philosophy, attempts have been
made to answer this question by differentiating between habits of action
produced by external factors and our internal, “own”

For Immanuel Kant, an individual can act freely, literally in the sense
of autonomy, by making a law for themselves. This moral law Kant called
the categorical imperative. This derives from the individual’s reason; hence
Kant claimed it applies to every human being with reason (Kant 1785, 421).

Why would the categorical imperative or any other rule be an
individual’s intrinsic law rather than the result of cultural development and
of the biological foundation of human actions?

A more nuanced idea of freedom is offered by the tradition of
philosophical pragmatism. It holds that an individual’s actions are based on
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biologically, socially and culturally developed habits of action. However, we
are capable of amending our habits and learning new ones — as well as
learning new ways to learn. Freedom - to the extent that it exists — does not
consist of choosing between individual actions or different alternatives.
Rather, it is an opportunity to remedy, change and improve our ways of
acting.

From this perspective, it follows that we cannot consider our own or
others’ actions to be free simply by looking at their content or suitability to
a particular way of acting, such as Kant’s categorical imperative. The
freedom of individuals and groups may be greater or smaller, increasing or
decreasing. This subtle and context-specific nature of freedom is significant
especially when assessing the legitimacy of the exercise of power.

Power, justification and legitimacy

The above definition of power and the ideas about the foundations and
structures of power are not normative: they do not define what kinds of
exercise, forms and structures of power there should be in our societies.

Of course, identifying power and its foundations and structures
enables us to evaluate them critically. But there is no single clear starting
point for a critique of power and the use of power. The key theoreticians of
power that are often referred to in research - such as Friedrich Nietzsche or
Michel Foucault - do not provide a benchmark for or alternative to power
(see Rydenfelt 2013.). Instead, power is thought of as ubiquitous: some
power relations always prevail.

Below, power and power relations are evaluated critically by looking
into the ethics of the exercise of power: when is it ethically right to exercise
power? This question can be broken down into two dimensions.

According to the above definition, power is an ability that is used to
pursue something. We can thus first of all ask whether the goals of the
exercise of power are ethically good or permissible.

An expert in the media exercises power when influencing opinions
and views in a manner that suits the expert’s goals. Below, this form of
power will be called information power. From our point of view, the goals
of the expert may be good and right. For instance, the goal of the expert
may be that care and treatment of older people are of high quality and
sustainable. If we share this goal or otherwise consider it right or acceptable,
the exercise of power to achieve it is, from our perspective, in this regard
justifiable, right or at least permissible.

Even in connection with a good or permissible goal, power can be
abused. This entails another power-related ethical question, associated with
the legitimacy of the exercise of power. The good care of older people may
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be a goal worth pursuing, but enslaving younger people to arrange this care
or to cover its costs can hardly be considered legitimate.

Why is this? In Western societies, we are used to the notion that the
exercise of power is legitimate if it is acceptable or can be accepted from the
point of view of those subject to it. Few people would accept the idea of
one’s own enslavement or that of others even for an important goal like the
care of older people.

For an expert in the media, the situation may be different. When the
expert exercises their information power on TV, we typically accept that
kind of exercise of power: we hope to be able to form a better picture of the
way to achieve the shared goal. We consider the interviewee an expert who
offers information that is worth receiving.

But what if we accept being subject to the exercise of power because we
have been manipulated into believing that the person in the media is an
expert? Is a choice made by us due to our foolishness or credulity a solid
foundation for the legitimacy of the exercise of power? What if our attitude
towards the exercise of power is one of indifference?

For the legitimacy of the exercise of power, consent is often required to
be free, not coerced. This links the problem of legitimacy with the complex
relationship between power and freedom, described above; our acceptance
can be interpreted to be more or less free in different situations.

On the other hand, in many cases, the exercise of power is considered
legitimate even in the absence of the consent of those subjected to it. As
individuals and as a society, we exercise power in this way concerning
children and adults deemed incapable of independent decision-making, for
instance, in the name of their best interests. When and to what extent can
the exercise of power be justified solely by referring to an individual’s best
interests or to collective interests?

The evaluation of both the goals of the exercise of power and its
legitimacy requires a closer examination of the goals, acceptance or lack
thereof in the context where power is exercised.

In the following sections, power in digital media is examined by
distinguishing different forms of power and its exercise as well as related
ethical and societal questions in our prevailing context - liberal society.
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3. Power and digital media

Digital media has shaped power and how it

is exercised. Power linked to information has
become dispersed and separated from the
production and transmission of knowledge.
Data has become a key source of power.
Algorithmic systems have become exercisers of
power alongside humans.

Knowledge and information power

What does power in digital media mean? What changes to power and its
foundations and structures have the emergence and rise of digital and social
media brought about?

It is fruitful to approach these questions by distinguishing between
three different forms of power that are key in digital media, according to
their bases.

“For knowledge itself is a power;” said English philosopher and
statesman Francis Bacon (Bacon 1597, 71). Although the exact meaning of
Bacon’s statement is somewhat unclear, it is evident that knowledge
provides the ability to pursue one’s goals more efficiently. The basis of
knowledge power is knowledge itself: those who have knowledge can use it
to achieve their goals.

On the other hand, information power is linked to the ability to
influence the decisions of others. People make their conscious decisions on
the basis of information. Power to influence those decisions in accordance
with their own goals lies with those who regulate information and are
capable of influencing whether the information available is true or untrue.

Information power has long been a fruitful starting point for media
research. Media not only transmits information but also depicts what kind
of life is normal or ideal, worth pursuing or, on the whole, possible to
achieve. In this way, media content influences our conceptions about how
things are and how they should be.

The rise of digital and social media has led to a transformation of
knowledge and information power, in which we can distinguish certain key
developments.
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The first is the redistribution of information power. Content offered by
social media has risen on a par with legacy media or even surpassed it.
Thanks to digital media technology, information power can be exercised
and increased more freely than before.

It is conceivable that information power is now more evenly
distributed. Instead of a few news broadcasters, TV channels and
newspapers, all users of social media have some information power:
everyone can influence the content encountered by others.

However, information power is not distributed equally. Researchers
have frequently pointed out that new gatekeepers have emerged alongside
the traditional ones (Navarro et al. 2020). Politicians, civil society actors,
celebrities and artists use social media to spread certain messages and
points of view among the general public. With their large follower groups,
they can control the visibility of various issues and discussions and steer the
conceptions people form about them.

Secondly, the redistribution of information power changes the
relationship between knowledge power and information power. Although
the relationship has always been tense, in the media environment of
previous decades, information power was often exercised by experts,
researchers and journalists who had specialised in the topic. Today,
information power is no longer concentrated similarly on institutions that
focus on producing and transmitting knowledge. Knowledge power and
information power are drifting into different hands. This partly explains
phenomena such as the increasing concern in recent years about
disinformation, misinformation and actual propaganda becoming more
common (see Horowitz et al. 2022).

Thirdly, social media and its algorithms also
act as structures of power. They enable and
Alongside the changes exclude ways of exercising and accumulating
) information and knowledge power and thus also
in knowle dg e and influence the shaping of political and economic

information power, the power. All those involved - individuals,

erq of d /g ital media organisations and societies — have to adapt to the
) . structures offered by them to pursue their own
is also characterised goals. Research has drawn attention to the new
by another S/gn/ficant types of media content as well as on the

development: the rhetorical and emotional practices with which
' current information influencers reach their

ex,olosion of data power. audiences (see Lehto 2021).

Alongside the changes in knowledge and
information power, the era of digital media is
also characterised by another significant
development: the explosion of data power.
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Datafication

Data power is rooted in a development called datafication: more and more
of our activities and the spheres of life are transformed and are
transformable into data.

Datafication typically emerges with the development of automation
combined with digital technology. It is not limited to digital media.
Department store doors are often automated and then connected to a
computer capable of collecting data on the number and timing of door
openings and closings. On the basis of this data, it is possible to create new
information and knowledge about when customers visit a department store.
This information can then be used when making decisions such as when
the department store is open and how many employees are present at
different times of day.

Such collection of data was possible even before digital technology.
When department store doors were still opened manually, there could be a
person at the door recording the number of customers and the time when
they entered and left the building. Digital technology has made data
collection easy and affordable. (The example also shows that automation
and data collection do not always go hand in hand: the doors below the
famous clock of the Stockmann department store in Helsinki are still
opened manually, but without a doubt, data related to their opening is
collected by a sensor.)

Our information environment is at the frontline of datafication, mainly
because our media use is largely mediated by digital technologies. However,
soon the same data collecting technologies will also be on our doors, fridges
and beds.

To some extent, datafication can be seen as an unplanned by-product.
When online media and social media platforms emerged, their primary
intention was to create popular and thus profitable media services. It is only
since then that the collection of data generated by people’s activities has
become central to their pursuit of profit.

Nevertheless, the nature of datafication could be anticipated and
predicted decades ago. In 2013, its key oracle, Shoshana Zuboff, introduced
three laws of automation, information and surveillance, based on her study
on the change of work and automation, published as early as 1988 (Zuboff
2013; see Zuboff 1988; 2019). In a nutshell, Zuboff’s laws claim that:

1. Everything that can be automated will be automated.

2. Everything that can be informated will be informated.

3. In the absence of countervailing restrictions and sanctions, every digital
application that can be used for surveillance and control will be used for
surveillance and control, irrespective of its originating intention.
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There is good reason to be sceptical about whether absolutely
everything becomes automatic and whether all automated solutions become
tools of monitoring and surveillance. However, Zuboft’s prediction is
becoming true in many ways. The basis that automation provides for the
collection of data has defined the development of digital media and, more
broadly, the development of data-driven services, products and society.
With the aid of data, many kinds of processes and functions have been
informated, turned into information sources, that are used in various ways,
regardless of their original purpose.

Data power

The role of data in digital media can be outlined through the distinctions
made above between different forms of power. Data in itself does not create
the ability to change the actions of others. Instead, data power takes place
through forms of power that are linked with knowledge and information.

Data is processed into knowledge, with which it is possible to predict
and control the future and achieve present goals. For instance, data
collected in digital media can be used as a basis for generating knowledge of
the users of the service.

The knowledge power thus created can in turn be used to increase
information power. Knowledge of the kind of content and presentation that
will attract people to stay on a social media service can be used to target
and control information. In social media, the aim of this targeting is
typically to increase the use of the service in question, or so-called
engagement: both spending time on the service and active interaction with
the content offered.

The more information power digital media has, the more data it can
collect. This results in a self-reinforcing cycle, which has turned some of the
most efficient data collectors in the world into the world’s most valuable
companies.

The reason for investors’ confidence is probably the fact that data
power is a kind of metacapital. Through information and knowledge power,
it can be turned into economic power — money - and political influence, for
instance.

An obvious way to turn data into economic power is advertising
revenue. By using collected data to produce knowledge and to target
information, social media services have succeeded in convincing many
advertisers of their ability to reach target groups more efficiently than
legacy media. A large part of the global advertising revenue jackpot has
moved to digital advertising and a few major data-collecting companies get
a considerable share of this huge market.
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ONLY A FEW GET MOST OF THE
ADVERTISING REVENUVUE
According to Statista’s statistics service, Facebook’s share of the global

digital advertising market was 23.7% in 2021. An even larger share (28.6%)
was held by Google, which sells mainly search engine advertising.

However, the efforts of social and digital media platforms to use their
information power to maximise the use of their services and data collection
have led to many societal side effects. For instance, the tendency of social
media algorithms to emphasise and highlight content and manners of
expression that divide opinions and reactions may have been a significant
factor in the polarisation of public discussion (Nelimarkka et al. 2018).

Digital media also offers a wider range of opportunities to convert
economic power through informational power into political influence and
the exercise of political power with the aid of precisely targeted advertising.

All these consequences were hardly intended. Social media services
have probably used their own data-based knowledge and information
power to some extent blindly: even they themselves have had difficulties in
grasping the impacts of their operations and the ways in which the
structures offered by them are used for seeking information power as well
as economic and political power.

RECOMMENDATION SYSTEMS
INLEGACY MEDIA

Digital newspapers and news channels have also started using algorithmic
technologies to recommend and target content (Haapanen 2020;
Rydenfelt 2021a). Typically, the purpose of recommendation algorithms is
to serve user experience improvement by, for instance, emphasising
content that interests the audience. However, the design of these
algorithms often tries to take into account also societal aspects and goals,
such as risks associated with the divergence of information content
received by different groups or “filter bubbles” (Rydenfelt et al. 2022;
Haapanen 2022).
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Algorithmic systems and power

Data power is based on the management and use of datasets. The practices
of collecting and using data can also be seen as both the exercise of power
as such and as structures that enable various forms of exercising power.

In research on society, media and technology, much attention has been
paid to algorithmic systems, which form conclusions based on the data
entered into them. In research, algorithmic systems that act as the basis for
or as part of decision-making have been described as part of more extensive
sociotechnical wholes (e.g. Bucher 2018). Further light can be shed on this
idea by looking into the relationship between these systems and different
bases and objectives of power.

From the perspective of power, algorithmic systems differ crucially
from ordinary tools and devices. Hammers and toasters are designed for
certain purposes. However, they have no aspirations. Algorithmic systems,
on the other hand, can be thought of as having goals: they are designed to
produce certain outcomes. So-called machine learning systems experiment
with and develop new ways to achieve their goals and even to modify them.

Because algorithmic systems have goals, they may also have power, the
ability to get others to act according to those goals. When such systems are
part of decision-making, those within their sphere of influence may have to
adapt to the goals of the systems when pursuing their own goals.

However, the basis of an algorithmic system’s power typically lies
somewhere other than in the data it processes. For instance, an algorithmic
system that grants visas has had societal power delegated to it. The power of
a system that makes or recommends decisions related to insurance policies
or bank loans is based on its involvement in economic power, without
which it would not have the ability to grant a loan or an insurance policy. In
the future, individuals will increasingly rely on algorithmic systems or
artificial intelligence applications in decision-making, work duties or daily
errands and the most popular of these systems and applications may
become significant exercisers of power.

Currently, digital technology and data are the basis of an algorithmic
system’s power mainly due to the scale they make possible. Whereas a single
human official can often use the decision-making power assigned to them
to a fairly limited extent, digital technologies may make a massive number
of decisions in the blink of an eye.

As scale increases, so do the risks. In research, much attention has
been paid to the ways in which, due to changing circumstances, design
faults or unforeseen machine learning, algorithmic systems can serve
unintended purposes (e.g. Sures & Guttag 2019). Adjusting algorithms to
serve new or changed goals is not always without problems either.
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Algorithmic systems do not only act as users of power but also as
power structures that enable and exclude ways and forms of exercising
power. In digital media, algorithmic systems provide a framework for
accumulating power by those parties that have the ability to use the
opportunities offered by them. Typically, this use also promotes the goals of
these systems, such as service engagement.

Indeed, the examination of digital technology and algorithms offers a
good vantage point into sociotechnical systems in general.

For instance, education or healthcare systems are also designed with
certain goals in mind. They often include learning and self-evaluation
methods, such as plans, indicators and development processes. Because of
their societal status, these systems have power: individuals and groups must
often adapt to the goals of the systems to achieve their own goals. These
systems act as structures that enable and exclude forms of exercising power,
with criteria related to access to treatment, for instance. Like algorithmic
systems, they may end up deviating from their original goals and updating
them to serve new goals is not always straightforward.
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L. Power and data
in the market

In terms of power, the freedom of markets
means that only economic power is exercised in
them. Free markets can be defended by both
individual free choice and the benefit they bring
to society as a whole. Both defences entail
problems especially when it comes to questions
of data.

Free markets and power

Western societies’ understanding of the legitimacy of the exercise of power
and its restrictions are informed by two basic ideas, both of which go under
the name of “liberalism”. Firstly, public, political and societal power derives
from individuals and safeguarding their rights and freedoms is among the
main tasks of society. Secondly, the distribution of income and resources
happens, as a rule, in free markets and any intervention in them by the
public exercise of power is justified mainly by the need to protect the
freedom and the rights of the above-mentioned individuals.

What does the freedom of markets mean from the point of view of
power? In the dinner example above, we saw that the chef can provide
services voluntarily for remuneration. This is not necessarily the case. The
chef may have been forced to accept a cheap offer under duress. Or perhaps
the chef has no real opportunity to choose differently as the services are
mediated by a monopolistic company, which can unilaterally define
working conditions and pricing.

From the perspective of the above distinctions concerning different
forms of power, the key idea of market liberalism is that only economic
power is exercised in markets. The aim is to exclude other forms of power.
For instance, the possibility of threat of violence or unilateral dictation by
one of the parties is a factor that would limit an individual’s freedom to
make their choices solely on economic grounds.

In some cases, the freedom of markets also means restrictions on the
exercise of knowledge and information power. For instance, information
power may not be used by misleading another party. The same principle
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also encompasses, at least to some extent, advertising, communications and
lobbying, which are restricted by legislation and ethical guidelines.
Although exercising knowledge power in markets is, as a rule, allowed, it
has also been restricted in certain situations, where access to knowledge is
asymmetric, or possible only for some: for instance, the misuse of insider
information is prohibited and penalised.

Participants in the free market are not considered to have common
goals or projects. Instead, in markets, everyone can exercise their economic
power to achieve their goals and offer their abilities with the purpose of
increasing their own economic power. Money is the means and inventory of
power exercised in markets: it is the ability to purchase products and
services that can be used for the purposes chosen by the individual in
question.

Defence of markets and its problems

Markets are one of the many possible ways to distribute resources and
transmit information. Their necessity and superiority compared to
alternative ways of distributing resources have been defended with two key
arguments.

The first defence is linked to the above-mentioned view of free choice
as a basis for the legitimacy of the exercise of power. If the influence of the
forms of power that restrict freedom is excluded, the operation of markets
consists of individuals’ free choices. When people do not work in underpaid
jobs under the yoke of monopolies or as slaves under the threat of violence
but can offer the fruits of their labour freely, we may exercise our monetary
power to acquire these fruits.

The feasibility of this defence depends largely on what can be regarded
as free choice. Even if each choice we make in markets were free from the
threat of violence or coercion, we have no real alternative to acting on the
market with our labour or capital when it comes to securing a livelihood.

This is also the case in Finnish society too: unemployment benefit,
basic income support and suchlike are not alternatives to offering one’s
labour on the market. They are rather intended to be temporary assistance
to those who cannot earn a living under market conditions at any given
moment.

There is also another challenge related to the first defence. The
legitimacy arising from the free acceptance of the exercise of power was
distinguished above from another ethical question related to whether the
exercise of power is right. This question can be analysed by examining the
goals of the exercise of power and their acceptability.
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The exercise of monetary power is perhaps legitimate, say, when a
trader sells a product of their own free will. But what if the purpose of the
buyer is to earn money by reselling a handgun to a violent criminal gang?
In free markets, it is easy to exercise monetary power for goals that are not
acceptable.

However, the inputs we make to the market are often so far removed
from the ways the output is used that it is not possible for us to assess or
accept the goals, which they ultimately serve in the hands of others. In
global markets, an individual free choice does not extend to its many
systemic effects.

FORMULA OF HUMANITY IN KANT'S
CATEGORICAL IMPERATIVE

The question about the ethics of markets can be considered in the light of
a strict ethical guideline, the so-called humanity formula of Kant's
categorical imperative:

So act that you treat humanity, whether in your own person or in the
person of any other, always at the same time as an end, never merely
as a means. (Handle so, daf du die Menschheit, sowohl in deiner
Person, als in der Person eines jeden andern, jederzeit zugleich als
Zweck, niemals blof3 als Mittel brauchest.) (Kant 1785, 429)

The categorical imperative requires that we treat the humanity of others
also as an end. Kant's thinking has been interpreted to mean that this
condition is fulfilled when we only act so that the person in the role of a
means in our actions consents to our actions (see Kleingeld 2020).

Perhaps we can also think that we also treat others as an end when, in our
actions, we value the work of others and their pursuit of their own goals by
paying a fair price for products and services. But the question at hand
concerns the scope of the consent: does such consent require not only
agreement to the exchange of goods and services but also to the goals
that our actions serve.
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Another key defence of markets relates to the goals set for them.
Markets as such do not pursue anything and people acting in them often do
not share any particular goals. Nevertheless, markets offer an efficient way
to transfer information and allocate resources. In our societies, their
invisible hand has been harnessed to serve an external goal: markets are
expected to generate an increasing amount of good for all.

Someone who defends markets in this vein may admit that markets
distribute monetary power quite unevenly. However, even if an individual’s
share of the good generated by markets and labour were relatively small, in
absolute terms, the good received by everyone increases when the cake
grows — in other words, when economic growth continues.

The problem associated with this defence is the persistent doubt
concerning the sustainability of growth. The major 19th century critics of
capitalism, Karl Marx and Friedrich Engels, stated that when natural
resources decrease, the market economy and private ownership will before
long lead to the increasingly poorer conditions for the working population
and ultimately to a revolution (Hayry 2022, 37-38; see Marx & Engels
1888).

The train of thought underlying the doubt can be formulated with the
aid of the concept of power. We can extend our monetary power to other
people and natural resources. When there is a shortage of resources, we can
increase our power only in relation to other people. If the cake keeps on
growing in that situation, some people will benefit at the cost of others.

Although Marx and Engels believed in the rapid development of
technology, their prediction can be considered in some respects premature.
The increase of knowledge and giant technological leaps have made it
possible to use natural resources in a manner that was difficult to imagine
in the 19th century. With this development, work has been transformed.
The well-being of employees, especially those working in expert positions,
is a cause of concern even for employers. Digital technology has also
produced an enormous amount of intangible commodities, and using them
often consumes a smaller amount of natural resources than the products
and services used for the same purposes during the analogue era.

Nevertheless, the prediction may still come true. One way or another,
growing markets will at some point meet the limits of available resources.
In that case, free markets as such can no longer serve the goal set for them
by our society: the generation of an increasing amount of good for
everyone.
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Data power and markets

The above views on free markets and their justification are also the basis for
thinking and regulation related to data, its collection and use in liberal
societies.

In its first decades, digital media was the Wild West, where pioneer
settlers could keep their land claims almost without restriction. In the
background, one can detect the influences of, on the one hand, the ethos of
freedom in the early days of the internet and, on the other hand, by the data
miners’ American mindset, where the state is not welcome to interfere in
individual choices on the market.

As with free markets, unrestricted data collection can be defended on
the basis of the common good generated by it. Social media platforms
provide their services seemingly for free. On the basis of data collected
through different channels, services and products can be constantly
improved. The resulting financial profit benefits both individuals and
societies.

Although data is, in principle, an inexhaustible resource, its use is still
slipping into the hands of a few. During the past decade, efforts to rein in
the power of data giants have started by means of regulation, such as the
EU’s General Data Protection Regulation (GDPR). The change is evident in
the language of regulation: we have moved from the protection of
information to the protection of data.

A key premise of European regulation is the
idea of informed consent, which individuals can
. freely grant or withhold for collecting,

A lthOUg h data s, in processing and using data generated by them
principle, an inexhaustible (Utz et al. 2019).

resource. its yse is The same idea is also reflected by data-

i1l sli \ ] h related activism, such as the MyData movement,
still sli ppINg In to the which has evoked much discussion in Finland

hands of a few. and which aims to improve the realisation of
individuals’ right of self-determination by
offering more choices regarding the collection
and use of data. It is also based on the idea of the
individual’s increased market agency — access to
the goods and benefits that can be generated
with the aid of collected data (Lehtiniemi &
Haapoja 2020).
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The realisation of
free choice becomes
questionable if
there are no genuine
choices to be made.
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However, informed consent and the idea of
market participation in the collection and use of
data are affected by the above-mentioned
problems associated with the defence of the free
market. The realisation of free choice becomes
questionable if there are no genuine choices to be
made. Furthermore, the input created by an
individual may be harnessed for purposes that
the individual would not accept.

There is often no alternative to handing
over data. A full member of society must use

social media services to access information, influence decision—making,
participate in social debate and acquire various products and services.

In addition, individuals can hardly make genuine choices regarding the
purposes which the data collected about their activities is ultimately
harnessed to serve (see Lehtiniemi & Kortesniemi 2017). The GDPR has
resulted in the creation of cookie menus on websites and in digital media
services with menu options that are difficult even for experts to grasp.

But the problem is not confined to practical implementation. The
different ways of using data are distant from us, both geographically and
temporally: data can be used for as long as it is stored and we can hardly
imagine all its future uses and their purposes yet.

Data and privacy

In addition to free choice, another key right of an individual that has been
highlighted in regulation and public discussion regarding data is privacy.
Data collected about an individual’s activities has been considered to belong
to the individual themselves in a manner related to the right of ownership:
the individual can give a permission to use “their data”, much like a
permission to use the objects and tools owned by the individual. This idea
is supported by the philosophical discussion on privacy, where it has been
proposed that the privacy of information is not a separate right but can be
traced back to the right of ownership (e.g. Thomson 1975).

Privacy issues have largely been shaped by the development of media
technology. With the emergence of the press in the late 19th century, the
question was what information about people could be shared in public and
how extensively. Now the question is different: how and on what grounds
can data collected about an individual be reviewed and used?

When ethical, political and legal issues related to data are analysed
using the concept of privacy associated traditionally with knowledge and
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information, changes in the nature and significance of these questions may
remain obscure.

Privacy can first be regarded as the opposite of the publicity of
information. Few would consider it right if, for instance, Facebook shared
with an audience information about whose profiles we have looked at and
which links we usually click. Nevertheless, when we hand over the data that
contains this information to Facebook, we do not necessarily consider it a
privacy issue.

Secondly, data collected on an individual’s activities is rarely
meaningful information as such. For instance, data collected about the use
of a website with a certain browser is difficult to think of as “private”: as
such, it does not tell us much about the individual in question. Only when
combined with other data does it enable revealing information to be
generated. Perhaps this is one reason why our attitude to data collection is
often largely indifferent.

Thirdly, privacy has been seen as applying to fairly limited information
about the individual, such as information about health. However, data is
social by nature. For instance, data collected about the things that interest
social media users can be used to infer what other individuals who are
similar in some respect - living in the same location, of the same age, with
the same educational background and so on - are interested in. Data
collected from individuals is not only about the individual; rather, it can be
and is used to make decisions concerning others.

The idea of privacy as a key data-related right may therefore explain
the low level of interest in reviewing practices of data collection and use
actively and critically. Viewing data collection in terms of an individual’s
choice to make “their” data available for use in services does not take the
social dimension of data into account. Even if I have nothing to hide, data
collected about me also reveals things about others. Decisions on privacy
are not purely private matters.

Approaches that focus on an individual’s choice and privacy thus offer
a very limited perspective on the ethical and political questions and
challenges associated with data and its use. Above all, they fail to grasp the
significance that data power and the related knowledge and information
power have for societal change. Below, we seek to outline these changes by
reviewing the relationship between data and digital media, on the one hand,
and public power and its legitimacy, on the other.
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5. Data and public power

The rise of data power and the redistribution

of information power challenge the democratic
ideals of societal discussion and decision-
making. According to the idea of the social
contract, the legitimacy of public power derives
ultimately from individuals. Could a social data
contract be the basis of the society of the
future?

The legitimacy of public power

Alongside the free market, another cornerstone of liberal society is the idea
that the legitimacy of public power comes ultimately from individuals. The
key source of the idea is the concept of the social contract. One of the first
to formulate this idea was Thomas Hobbes, according to whom society is
formed when individuals cede the right to govern themselves to the
sovereign — a ruler who can be an individual or a group (Hobbes 1651,
157-179).

This was a revolutionary idea. Societal power does not originate from
God or tradition but ultimately from people.

A social contract can be regarded as a way of distributing and defining
power. With the contract, individuals give up some of their power. In return
they receive forms of power guaranteed by society and usually called rights
or freedoms. In a state where the social contract applies, we can no longer
bend others to our will by force, for instance. On the other hand, under
threat of punishment, society seeks to guarantee that we cannot be
subjected to the violent use of power either.

Many of the most fundamental questions of Western societies are
associated with the nature and extent of these rights. To what extent can the
power of individuals and groups be limited to secure other people’s rights?
For instance, should society intervene in a labour union’ ability to pressure
employers to make salary increases through strikes if other people’s right to
health and life are threatened? The rights of individuals and groups are
often juxtaposed and, in many cases, there are no clear answers regarding
their limits.
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A social contract is not a concrete agreement — we do not sign a
consent form when we become members of society. It is more like a thought
experiment that we all can conduct: would we rather choose societal power
and the protection provided by it or the alternative that Hobbes called the
state of nature?

Hobbes thought that everyone would commit to the social contract on
the basis of their own interests, to avoid suffering and violent death. Hobbes
described the warlike state of nature with words that resemble a
melancholic Finnish Christmas carol: in that state, the life of a person is
“solitary, poore, nasty, brutish, and short” (Hobbes 1651, 124).

THE DICTATORSHIP OF THE MAJORITY

The unlimited ability of the Hobbesian sovereign to shape fundamental
rights and freedoms also causes problems. Already in the 1850s John
Stuart Mill (1859) pointed out that democratically elected decision-
makers could interfere with rights and freedoms that are considered
fundamental and make even completely contrary decisions from one
electoral period to the next.

The solution offered by Western democracies to this problem of the
dictatorship of the majority has been constitutional democracy, in which
barriers and obstacles are placed in the way of changing fundamental
rights.

In his own liberal view, however, Mill argued that societal power should not
extend to an individual against the individual's will in the name of the
individual's interests. The use of societal power is only appropriate in
situations where it is used to limit damage and harm to others.

The idea of a social contract has extended beyond this choice in three
key ways.

Firstly, during the Age of Enlightenment, the idea of a social contract
was extended to apply to the legitimacy of societal power. John Locke, often
called the father of liberalism, stated that societal power derives its
legitimacy from the consent of its subjects (Locke 1690, 2.22-23).

Secondly, the idea of the legitimacy of societal power has been
extended not only to the entire social order but also to specific politics and
legislation. For instance, Jean-Jacques Rousseau argued that legislation must
express the general will of its subjects (volonté générale) (Rousseau 1762,
I1:6). According to Immanuel Kant, legislative power must pass laws that
could have arisen from the general will of all citizens (Kant 1793, 297).
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Thirdly, universal acceptability has been seen to result in the legitimacy
of the exercise of power and also the substantial advantage of decision-
making over other alternatives. Arguments have been made that democratic
decision-making leads to better outcomes than the decisions of even the
most enlightened autocrat or elite (see List & Goodin 2001).

One view is that democratic decisions lead to better results in light of
indicators that are independent of decision-making. For instance, the
participation of large groups in decision-making may yield information that
the political elite or experts do not have and, as a result, improve the
outcomes of the decision-making process. As grounds for this idea,
references have often been made to the jury theorem developed by Nicolas
de Condorcet in the late 18th century: the probability of a group arriving at
the correct decision increases and approaches 1 if the probability of each
additional individual member of the group arriving at the correct decision
is greater than 1/2.

On the other hand, some have equated the justification and validity of
ethical-political views with their status as the outcome of democratic
processes. For instance, according to Jiirgen Habermas’s influential
discourse theory, valid ethical and political norms are norms over which
those within the sphere of their influence would reach a consensus in a free,
informed and rational discourse (Habermas 2006).

In liberal democratic thinking concerning, the legitimacy of the
exercise of societal power is thus equated with the acceptance of the
individuals who are subject to it. The requirement of justification has been
extended to cover public decision-making also in the case of individual
questions and decisions. At the same time, increasingly stringent
requirements are set for the justification for societal decision-making.

It is worth asking to what extent true public discussion in our societies
has ever been able to comply with these ideals. The rise of the global digital
media environment challenges them with unprecedented vigour.

Digital media and democracy

During the age of the information power of national mass communications
— press, radio and television - a large part of societal discussion took place
via a limited number of channels, led by media, political and scientific
elites. Digital media makes it possible for a wider range of groups to
participate in the debate. There are no longer common channels and
information sources to the same extent as before. Discussions diverge from
one another and tend to start excluding various “others”.
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The divergence of information and knowledge power also provides
more opportunities to rely on unreliable sources of information. The use of
multiple channels may also offer more efficient ways to convert economic
power through information power into political power with the aid of
targeted information campaigns.

Inclusive, informed public discussion and
the resulting consensus as the foundation for the
Who can decide what Egitimacy and justi.ficatio‘n in decision-making

as always been a distant ideal. The
debate is informed and redistribution of information power makes it
rational and what is not? even more difficult to imagine that ideal societal
discussion could be achieved.
In public debate and decision-making,
attempts have been made to push the
responsibility for the emergence of informed discussion into the hands of
major media players, especially social media platforms (see Ojala et al.
2018; Gorwa 2019). However, the problem-solving ability of the typically
technical and algorithm-driven reforms carried out by them remains
obscure: it is not clear whose views of “good” public debate the “solutions”
should reflect.

Indeed, the challenge posed by digital media goes deeper than
problems associated with technical implementation, to the very ideals of
public discussion. In a global, pluralistic media environment, the attempts
to define norms of societal discussion easily seem like attempts to wield
power by restricting the ways in which others can speak. Who can decide
what debate is informed and rational and what is not?

An alternative point of view into societal decision-making and its
justification is offered by the philosophical tradition of pragmatism, which
does not rely on pre-determined norms of rationality or public discussion
that aims at consensus.

Half a century before Habermas, John Dewey (1927), proposed that
new communications technologies would make it possible to bring large
groups of people together to identify common problems and seek solutions.
But debate was only one element of Dewey’s vision of a democratic society.
The potential solutions achieved through discussion should be treated as
hypotheses, which are then put to the test in people’s social practices.
Information collected on the resulting experiences then indicates new
problematic areas and enables the development of subsequent solutions.

Democratic decision-making does not end with consensus. Rather, like
scientific research, it is always ready to revise its results and methods.
Evaluation is not limited only to whether various policy actions achieve
their goals. Democratic testing also applies to the goals themselves; even
they can be revised and amended in the light of the accumulated
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experiences (Rydenfelt 2019; 2021; 2022). Understood like this, democracy
is the power of society and its members to revise and renew themselves and
their goals.

Dewey’s proposal was presented at a time when public debate could
take place not only in physical meetings, but mainly through the press and
radio. Today’s digital technologies, both in and outside the media, would
make the widespread collection and use of data possible. With them, an
enormous amount of information could be generated from our social
practices and this information could help identify problems and develop
and evaluate solutions.

Collecting data from people would give them a new way to exercise
information power in decision-making. Public discussion could also be
developed using data by, for instance, transmitting information to support
debate and bringing individuals and groups tackling the same problems
together with one another and with experts.

Would it be right to collect and use data in this way?

Social data contract

The legitimacy of a liberal society stems from the idea of the social contract:
individuals give up some of their power for the benefit of society and
receive, in return, protection offered by society, especially regarding their
fundamental rights.

As described above, the handing over of data can be regarded as the
transfer of power: when we hand over our data to another party, that party
can use it to increase its power, especially knowledge power, and with that
power for other purposes.

Societies and states have become aware of the change in the world and
started collecting data into registries, data banks and national AI processes.
However, a conscious decision, based on public deliberation and wider
public acceptance, regarding the collection of data for the purposes of
society has not been made.

Could a social data contract be the basis of the society of the future,
with individuals - the people - handing over their data for society’s use and
receiving in return public power that would better identify real problems
and solve them in the light of the information provided by individuals
themselves?

The idea runs into the above-mentioned challenges of legitimacy and
justification derived from individual choice.

Firstly, how could an individual make an actually informed choice
about sharing their data for society’s use? An informed choice would
require considerable transparency regarding not only data collection
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methods but also the purposes for which data is used: people should
genuinely be able to find out in which ways the data collected about them is
used and what kind of information and knowledge is produced with it.
Realising transparency in collecting and using data is a challenging task
(see Rydenfelt et al. 2021).

Secondly, there is no guarantee that data and the information and
knowledge refined from it would not be used - both intentionally and
unintentionally - for purposes that people would find unacceptable.
Preventing this kind for use would require intensive public oversight and
strict accountability for the processes by which data, information and
knowledge are used. Furthermore, some data, as well as information and
knowledge that is not allowed to be inferred regarding the other parties
should also be excluded from the scope of the contract.

Thirdly, it cannot be expected that a social data contract would be
created with each individual’s equal consent, on some kind of electronic
form signed by everyone. We may ask to what extent an individual could
decide to opt out of such a contract. The problem is further complicated by
the fact that data is not a private matter but social by nature: the
information and knowledge refined from it easily extends to include other
individuals.

On the other hand, we can conduct a thought experiment akin to
Hobbes’ by comparing the social data contract to the current state of affairs.
In markets based on individual choice, a few major players collect massive
amounts of data and wield data-based power for their own purposes
without anyone being able to supervise their operations or subject them to
democratic decision-making. The data power of these giants as well as their
lust for power may grow so much that they no longer care about democracy
or the social contract.

If we could choose, would a social data contract be a better alternative
than this “state of nature”? And if it would be, what sort of contract should
it be?
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6. Summary

Power is the ability to make others act in a way that serves the purposes of
those who exercise it. This ability is based on other abilities which, in our
society, are often based on data, information, knowledge, ownership,
economic capital and political status.

The distinctions made between different forms of power provide an
opportunity to review the changes in the distribution of power, induced by
digital media and data, and the significance of these changes for society and
democracy.

Digital media undermines the status of
traditional information gatekeepers and enables

the redistribution of information power.
What could the future . . pow
Knowledge and information power are

of democrac y be in the diverging: the ability to control information is

age of d IQ ital media not centralised in institutions that produce and

d dat 5 transmit knowledge. The diversity of media
an ata power: challenges the uniform information base and the

pursuit of consensus. The ideal of rational
consensus as such is problematic.

Knowledge and information power is accumulated to those who have
the ability to use large amounts of data. In digital media, the rise of data
power is reflected in the knowledge and information power exercised by
social media platforms and services. Public debate and individuals’ and
groups’ aspirations related to information power must adapt to the
structures provided by these services. However, the algorithmic systems of
social media platforms are not designed with certain societal goals in mind.
As a rule, they are built to increase and maintain the active use of the
service, which contributes to increasing financial profit in the form of
advertising revenue and the more efficient harvesting of data.

What could the future of democracy be in the age of digital media and
data power?

Pragmatism provides a vision of societal decision-making as a self-
revising process akin to scientific inquiry. Both societal goals and the
means to reach them are tested in social practices, from which data and
information is gathered to improve both. Democracy is the ability of
society, people and groups of people to constantly shape and revise
themselves - to have power over themselves.

Modern digital technology could provide this kind of experimental
democracy with unprecedented opportunities. The question is: how can
this kind of collection and use of data — and on such a massive scale - be
legitimate and justified?
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The fundamental idea of liberal Western societies is that the legitimacy
of the exercise of power ultimately derives from the free consent of the
individual. This notion underlies the legitimacy of both the free market and
power in society. This idea is reflected in the regulation of data: the
legitimacy of data collection and use is often considered to be based on the
individual’s informed consent.

Nevertheless, such free choice becomes questionable if there are no
genuine choices to be made. Furthermore, the individual has little influence
over how and for what goals the data collected from them is ultimately
used. In general, data-related decisions are not private matters: data is not
solely about individuals themselves.

The above idea of a social data contract is based on individual consent:
people would consent to handing over their data — and consequently also
power - to society and, in return, society would use the data to improve
societal decision-making. The proposal inevitably runs into the problems
and questions we have discussed. If our society and democracy becomes a
significant user of data power, it will be necessary to look in depth and
critically at the ways by which data collection and use can be made
transparent and by which the abuse of power based on data, information
and knowledge to promote the aspirations of few players can be prevented.
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