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1 Introduction and Goals

Data economy is the fastest growing part of overall economy. Companies like Amazon
Facebookand Google have grown to beamong the largest companies in the world when
measured by market capitalization. The related field of study is called data economics. A
very good definition by Aalto University professor Pekka Nikander and Université Paris
13 professorBruno Carballa Smichowski define data economics as follows:

Today, data and information are two major factors of
production efficiency and competitiveness more than the other factors of production combined.

However, from the structural point of view, data is completely different from the traditional

factors of production, since data can be efficiently used by multiple actors at the same time, while

(most of) the other factors of production cannot. That is, if | have a hammer and some nails, you

cannot use the same hammer at the same time with me, and if you use some of the nails, | can no

longer use the very same nails. However, if | have a computer program and a dataset, you can

use the same program and dataset without my ability to use them bein g diminished.

As a consequence of this structurally different nature of data and the rising importance of data as

a factor of production, some scholars have argued that the current market structures are

insufficient to efficiently clear the markets. Hence, in order to create a sustainable economy for

data, it may be necessary to develop new forms of asset governance (i.e. new forms of

Afownershipod) and new forms of compensation (i.e. ne\v

Different B2C businesses, sich as commerce with loyalty cards, health providers,
insurance and banking, have accumulated a wealth of consumer data associated to
individual customers. Another rising trend is where sensors and other connected
devices are gathering datai currently quit e often so that the device manufacturers and
other service providers collect lots of personal data- related for example to health, home
surveillance and vehicle usage- that can be associated to an individual user. All this
leads to a situation where there are massive amounts of data about an individuali but
data is somewhere out there

I n todayés world the processing rights and pr
contract between a user and a service provider. In most cases contracts are based on

service provider proprietary terms. GDPR regulation, which came into effect 25.5.2018,

gives multiple rights to EU citizens concerning their personal data. Article 20 of the

regulation grants the right of data portability which dictates that EU citizens can order

the transfer of their personal data from one data controller to another. Current

regulation is a good start, but even with Article 29 Working party clarifications, it does

not define the format, governance nor method for personal data sharing in our real -

time, many-to-many world:

f Format: Astructured, ¢ ommo n-teya duasbel de abeodtomaatcohi n e
be unambiguously and explicitly defined for personal data across all industries so
automated data interchange is possible

1 Governance: it he data subject has given consent
personal data foroneormore s peci f i ¢ Asiandivipuals eusrently do not
have a way tomanagetheir consents across data processorsthe processesand
tools need to be defined.
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1 Method: ié personal data transmitted direct]|

wher e t echni cCaurehtyegulatoa gveshdataeconbrollers a maximum
of two months to transfer the data to the requested party. The data transfer
window being so long, it doesn't encourage automatic data transfer between
parties - a big problem by itself. In addition, protocols and use -case specific
standards for real-time transfer of personal information between systems do not
exist and need to be created.

Sitra T the Finnish Innovation Fund - has started a project called IHAN that intends
to build a governance framework, architectural definitions and requirements for
essential components to build a data-driven world. A world where data flows in real -
time in a seamless but seare fashion enabling new services to be created to create
value for all parties: end users, service providers and data providers.The main
benefits for all participants are listed below:

1 End Users: Receive \alue through relevant servicesand an ability to control the
usageof their personal data

1 Service Provider : Create newinnovative services combining information from
multiple sources generating value for customers

91 Data Providers: Standardized consent management enables sharing endused-
connected personal data and creating new innovative business cases around data

These participants should be treated asroles rather than individual players or
organizations performing limited set of activities. These roles also overlap, a service
provider can also actas a data provider. End users can be individuals or other identified
participants in the ecosystem.

1. Own data only 2, Outside data only 3. Own and outside data 4. Multiple Service providers
| S [N S | 11 |
ervice ervice . . . .
| 11 | Service Provider I 1 Service Provider |
Provider Provider
I |L____ I r-— = =1 e e e = = = I
I 11 B ! ' ;
I Data I Data I Data I Data I Data Service
Provider [ Provider QI Provider § Provider : Provider Provider
I I ———m bl — — — —
e |
I Data
Provider [

At this stage in our project Sitra IHAN technical team concentrates on describing IHAN
internal services and core components for other parties to implement. Results of this
work is this document T IHAN Blueprint - describing functional and non -functional
business and technical requirements to use in technical pilot projects. The technical
pilots are all about creating as-generic-as-possible technical components that
implement the IHAN ideology in practice. After the mandatory set of these well -
interworking components have been developed, business service projects can start
utilizing them and a functional ecosystem can be built:
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Sitra IHAN technical team

sjuawalinbay

Clarifications

IHAN . .
Components Business service

Technical pilots .
projects

Documentation

After the initial creation p hase a permanentcommunity -based governance model will be
put into place.

NOTE: IHAN Blueprint is not something that you take as a complete specification and
start developing. Blueprint is a collection of requirements that can be used to design
IHAN compat ible components or solutions and an overall description how the
components are arranged and how they interact, with each other and the surrounding
infrastructure. For instance, we describewhat the Wallet should do but not how it
should be done.In another example we describe what the IHAN Identifier is and what it
consists of but not how it should be generatedin detail or managed.

When released at the end of the IHAN project, this Blueprint, together with reference
architecture collection from va rious business projects, will form the basic tool kit for
implementing fair data ecosystem solutions.
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2 System Scope and Context

2.1 Busines<Lontext

Current data economy was gravitating towards a world where the rights of individuals
where overrun by businessand revenue increasing business models:

1 On one hand US based GAFA companies are hoarding data and using their
massive sizes for their own advantage to take over markets.

1 On the other hand, centrally controlled Chinese BAT - companies have
monopolistic hold in their markets.

Both GAFAGs and BATOs are also serving Europe
GDPR introduction and EU initiatives to increase the importance of da ta economy in
Europe have levelled the playing field somewhat

At the same time data economy related regulations like PSD2 where banks are not just

forced to build expensive APl 6s opening acces
forced to let external parties to initiate payments at no cost. The good intention to open

up possibilities for new players to start offering new and more innovative services that

banks have been able to offer is shadowed by the unfortunate fact that banks are making

a halfhearted attempt to just comply with the regulation instead of embracing to be a

player in data economy as a new operating model.

For this reason, the IHAN project is giving the business model for data economy
considerable attention. Fair value exchange is atthe heart of the whole IHAN ecosystem.
Not only Service Providers must be compensatedfor the creation of the Services but
equally importantly the Data Providers must be compensatedfor storing data and
making that data available. Value can be moneyor any other form that both sides of
value exchange transparently consider to befair :

Service
Provider

End User
Data
Provider
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2.2 System Scope

End User consumes the Business Service fout si

functionality in the form of services which the Business Service level uses tobuild the
actual End User services

n m Service provider Data provider
m Data
.9 . End user- — § b M &
> Service o @® 4l
2 - o o — Sgan
) @ @ a9 %
(/7] 4 Iy Iy x Y
v A\ v v v v
Identity
£ Data
< Consent
L services
-
Log

This also means that IHAN components do not have built-in user interfaces but provide
services so that user interfaces can be built. We have identified following components
that are the initial components for the e cosystem. New components can be added, and
old ones modified i even discarded if needed.

'y 'y 'y A
IR | IR } | }

| EndUser | Service Provider | Data Provider
| dentity Personal Identity Wallet
Data Inbound Data Adapter
Consent ‘Pr‘rz-nlm.( onsent Directory I [Sm'\irw Provider Consent Directory ‘ ‘]IM:\:\(HI'«\( lmt]'n]‘
S - |1J-.=|.~-\1m] Service Directory | l.\:-r\'u'w- Provider Service Directory I

ervices

Public Service Directory

Service Provider Log Data Provider Log

Log

Below is an illustrative example of a Service ecosystem sourcing data from two Data
Sources where different developers can concentrate ortheir applications services, user
experience, data structures and business logic (green, yellow, orange, pink) and do not
need to worry about plumbing (blue IHAN components):

Q Service
2 ®
= ah g
0 |
»

»

'

z Data Logic
T
-

A
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2.3 Technical Context

There are no further limitations for technical solutions from this documentation.

Each of the three functionality levels - End User, Service Provider and Data Provider
- may be developed with multiple different architectures and technologies. Having
said that, there are some requirements that should be considered during
development and met in the end product.

1 Several solutions or applications may be developed for the same component by
different parties. Although these solutions may be competing, they should be
technically compatible to avoid creating software silos that prevent open data
exchange.

1 Functionalities and software interfaces between components should be
standardized to a point where interoperability is straightforward to implement.
For example, the interfaces between End User applications and Service Providers
as well as interfacesbetween Service Providers and Data Providers should be
similar enough both functionally and technically.

1 All three functionality levels should have a standard way to support metadata
exchange, consent management and usage and actual data exchange. A seft o
standards and/or best practices should be defined for the mentioned purposes,
especially between Service Providers and Data Providers. The set of used
standards and practices will increase as the solutions mature.

Even if the Service Providers have data, they have only their own data. For thisreason, it
should be recognized that the role of Data Providers in this project is vital. No viable
solutions can be developed without a vast amount of data provided by Data Roviders.
That is why it is essential to make sure that providing data, to be used to create Services,
is straightforward and as easy as possible. Also, the concept should be seen as beneficial
and profitable for both Service and Data Providers.

It is emphasized that decisions related to technical design and implementation of service
components are to be made by the developing organization (and development team). It
should be noticed that implementation requires more precise technical design. This
document is not a technical or architectural specification that provides full details for
implementation purposes. Having said that, it is in the interest of all involved parties

that created solutions are generic and based on standards and/or best practices.
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3 Important CrossCutting Concepts

The purpose of this chapter is to introduce the most important concepts of IHAN
ecosystem. As these concepts span multiple layers and components, it is important to
first understand the overall concept of IHAN and its compon ent structure.

3.1 KeyConcepts

The key concepts of IHAN are presented below.

End User

Service
Provider

Data
Provider

Service

Consent

Identity

Represents the individual or member of an organization to whom
Servicesare created for

An organization that provides Services to End Users and other Servce
Providers.

An organization that provides data for Service Providers and/or End
Users

A Service is what Service Providers deliver to End Users or other
Service Providers.

For a Service Provider to be able to provide Serices, the Service
Provider and End User enter into an agreement between each otheri
this agreement is the Consent.

Consent is one of the three IHAN base components (the other two
being IHAN Identifier and Logging) and it is always connected to an
IHAN Identifier. A consent is the key component that implements the
authority of the usage of a data element. Without consent there can be
no interchange of data between Service and Data Providers.

In IHAN context, an identity is represented by a universally unique
identifier. A di gi t al identity is a dig
identity which he or she has decided to use.There can bean unlimited
amount of different digital identities for one person, each of which is
used for none to many services and data sources. ldentitiesmight be
verified by a third party. These digital representations are called as

Id entifiers . These identifiers are used to form IHAN Identifiers.

It should be noted that an IHAN solution itself does not act as an
identity management solution.

2018-10-26
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Attributes

IHAN
Identifier

Data Access
Record

Logging

Metadata
and
semantic
interopera -
bility

Related to a digital identity or a group of identities , there can be
Attributes de fining certain features on a digital identity. Attributes
might be verified by a third party.

This is the fundamental component of IHAN functionality. This
universally unique number is a combination of identities of a person
(or anindivid ual) and a data set.So, the IHAN Identifier identifies a
connection between a person and a data entity.A Consentis linked to
an IHAN Identifier and enables the interchange of data between
Service and Data Providers.

A record containing End User access credentials used taequest data
from Data Providers using a specificEnd User identity .

Logging is a core principle of IHAN. To provide reliable and secure
services for End Users, it is essential to collect comprehensie logs of
every operation where End User information is involved. Logs need to
be immutable and accessible to authorized roles only.

Semantic interoperability with using several data sources is on Service
Providerds responsibility. To ha
Providers must create waysto get the metadata of the data they have.
In these definitions , there might be further links to other definitions

like codes, definitions in detail, vocabularies, nomenclatures,
document structures, used standards etc. Creating these definitions
are outside of the scope of the IHAN project.

3.2 Functional Flow Between IHAN Components

So that Service Providers and Data Providers could fully concentrate on their own
product development, IHAN project is building a set of reusable service components.
These components provide basic functionalities and support services for reatlife
businessapplication (created by Service and Data Providers). The main flow isquite

simple:

1. End User completes registration - thus creating a Personal Service Wallet- and
links an Identity to the Wallet

2. End User discovers a Service he/she wants to use and addg to his/her Personal
Service Directory

3. End user grants a Consent to the Service Provider to access data from one or
more Data Providers

2018-10-26
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4. When service is invoked, the Service Provider uses the Consent to access data at
Data Provider. Service Provider uses the data to create the Service for End User

5. All needed actions are logged immutably

End User

Registration

\.

Servicewallet: Service UUID, API'S (MANAGEMENT , METADATA , DATA )
IDwallet: IbenTity  UUID, RELATED SERVICE UUID, IHAN UUID

End User J Service Provider Data Provider Service Provider End User
oot 1
) B Datarequest | ! . . ) )
Consentcreation —» | Datarequestcreation | —> — Datatransfer 1= Servicedelivery — | ServiceConsumption
management H '
...................

/ l

Security Logevents

- Logsystems - Enduser
- Consentand request - Service Provider
- Walletof Identifiers - Data Provider
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4 Requirements Overview

In the following chapters, the IHAN functionality is divided into three sections

1. Setup functionality i related to creation and updates of main components like
Wallets, Services and Data Sources

2. Management functionality i related to changes to status of main components
like Consent creation, Consent management and Service changes

3. Usage functionality i related to delivery of services like using Consent to access
Data Sources and providing Service to End User

End user Setup Service Provider Setup Data Provider Setup
End User Manage Service Provider Manage Data Provider Manage
End User Usage Service Provider Usage Data Provider Usage

4.1 End User Point of View
Main functionalities of the End user level are related to Identities and Services.
4.1.1 Setup Functionality
End Users are able to:
1 create newPersonal Service Wallets
1 delete existing PersonalService Wallets

1 Modify existing Personal Service Walleti for example restrain access to for a set
period of time (in case of - for example T if a device gets stolen). Full list of
possible modification activities will be defined later.

1 recreate Personal ®rvice Wallet (in case of- for example - a missing device)

A Personal Service Wallet alwayscontains Personal Identity Wallet , Personal
Service Directory  and Personal Log components.

4.1.2 Management Functionality

End users manage their identities and access ¢ personal data (located in several
systems) in Personal Identity Wallet. Personal Identity Wallet allows the end user to
manage multiple identities and services for which the user gives the data access to.
Depending on the identity and the source of the identity, it might or might not require a
third (trusted) party verification.

Personal Service Directory contains a record of all current and past Services of the
End User. If a service provider wants to use data located in external sources (Data

2018-10-26 12 IHAN Blueprint v1.1



Providers), it needs to ask for a Consent to use it. When the End User discovers a service

that he decides to start using, a new service subscription in the form of a Consent is

created. Service Provider is provided with Consents containing all needed Data Access
Records to retrieve data from all rel ated Dat ¢
Personal Consent Directory.

All changes to identities, data access, consents and service subscriptions are logged and
stored in Personal Log

4.1.3 Usage Functionality

When a Service Provider invokes a service, the Consent validity for that Service is
checked by the Service Provider.

4.2 Service Provider Point of View

When providing Services, a Service Provider needs a Consent to use data located in
external sources (DataProviders). End User creates a Consent to a Service Provider and
specifies details for this data usage. A Service Provider will then use the Consent to get
data from the specified Data Provider.

A Data Provider will receive a Consent and provide access taelated data for the Service
Provider. There may be multiple ways to provide data access depending on used
interacting systems. Service Provider will use the data (or allowed data access) to create
Services for an End User.

All data accesses, data transérs and other relevant data actions will be created a log
entry for every involved party (End User, Service Provider and Data Provider). NOTE:
Actual data contents are not written in log entries.

4.2.1 Setup Functionality

Service Providers can create new Servicg and publish them in a Public Service
Directory . There can be multiple (physical) instances of directories, but logically, from
End Userds point of view, they all appear as

Service Providers must register their Services on the Public Service Directory. Service

Description contains both technical and human -readable documentation of the service,

most importantly describing the needed Data Sources in detail. Data Sources list can

contain both mandatory and optionaldat a el ement s and it is Servi
responsibility to ensure that the Service Description clearly outlines what value the

service provides with mandatory data and what additional value comes from optional

data / data clusters

Published Services can I modified and deleted by Service Providers. A Service

describes in detail - through metadata specifications - what kind of data elements are

needed to produce the service. Best anal ogues
app stores.

2018-10-26 13 IHAN Blueprint v1.1



4.2.2 Management Funabnality

Service Provider Service Directory contains detailed description of each Service
the Service Provider is offering.

End user can browse all Services in thePublic Service Directory. End user can

subscribe to Services that match the active data elenents provided by data sources the

End User has in his Personal Service Wallet
While subscribing, if some data elements are missing, Service Directory shows potential
sources to those elements. This can prompt theuser to connect more Identities and Data
Access Records (=IHAN Identifiers) to his Personal Service Wallet and lead to new

Services taken into use. Service Providers can also promote Services for End Users that

have opted in for the category of Services tle Service Provider is offering. If there is a

match between the data elements that End User possesses, the End User is notified of

this new Service.

Service Provider stores up to date instance
its service in its own Service Provider Consent Directory. If End User modifies or
revokes aConsent, then this information is automatically passed to the Service Provider.

All changes to Services will be created a log entry to the public section ofService
Provider Log.

4.2.3 Usage Functionality

o

When a Service is called the Service Provider

Service Provider Consent Directory . The consent must be secured in a way that it
cannot be tampered with. Service Provider then uses the Consent(s) to equest the data
from (one or more) Data Providers.

If data retrieval through Inbound Data Adapter is successful, the Service Provider
creates its Service using its own business logic and the retrieved data. Finally, the End
User consumes the Service. Congnt contains the criteria for data usage purposes and
may contain rules for what must happen to the data at Service Provider after the service
provision. In the consent, the End User can specify what the service provider must do
with the data after the service provision: should it be kept, archived or deleted.

All Service evocations are immutably logged inEnd User Personal Log  and private
section of Service Provider Log . Part of the log can be used for Value Exchange
information collection T billing itemization.

4.3 Data Provider Point of view

Data Provider has data and gets data from business activities for example banks
that store credit card transactions or retailers that connect purchases to customers when
they use loyalty cards. Pure storage vendos are not included in this scenatrio.

2018-10-26 14 IHAN Blueprint v1.1



4.3.1 Setup Functionality

Data Providers can create newData Sources and publish them in Public Service
Directory. By browsing the Public Service Directory, the Service Providers know which
Data Elements are available at which Data Provider. Data Sources can be modified and
deleted by Data Providers. ThePublic Service Directory can be used as a market
place for available data, rather than just being a place to offer the minimum interface
required by regulation (PSD2 for example).

Data Sources represent available data sets which can be files, databases, documents
etc. To perform data transfer, Access Mechanisms need tde assigned toData

Sources . Data Providers present their assortment/selection of available data sets via
availability services. In addition to availability itself, services provide view to data
properties based on data source metadata. Properties may include data descriptions,
basic statistical information and certain quality aspects of data source contents.

All changes toData Sources will be created a log entry to the public section of Data
Provider Log

4.3.2 Management Functionality

Public Service Director  y contains a record of all Data Provider Data Sources that
provide data elements for Services (provided by Service Providers).

Service Provider may register a Service as a Data Sourcethus enabling a model where a
Service Provider can act as a subcontrator for other Service Providers. During this use
case, the End User Consent is provided to the subcontracting Service Provider to access
data from a Data Provider.

4.3.3 Usage Functionality

When a Service Provider wants to access data using a Consent, thBata Access
Control on Data Provider side uses the credentials within the Consent to retrieve
needed data elements (whichOutbound Data Adapter sends to Service Provider)
The actual sending process depends on the Data Routing method.

All data requests will be created a log entry in End User Personal Log , private section
of Data Provider Log  and private section of Service Provider Log  of the Service
Provider that requested the data. Part of the log can be used for Value Exchange
information collection T billing itemization.
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5 Solution Strategy
5.1 Quality Goals

There are three main quality goals for the IHAN ecosystem. Measurements will be
added later.

1. Firstly, the ecosystem must allow for value exchange . Service Providers must be
compensated for the creation of the Services and Data Providers must be
compensated for storing data and making that data available. Value can be money
or any other form that both sides of value exchange transparently consider to be
fair. This goal will be measured by the amount of service poviders and data
providers joining the ecosystem and by the value exchanged between the parties

2. Secondly the ecosystem must remaindistributed  and contains no design decisions
that create centralized solutions.

3. Thirdly the ecosystem must be secure as itis handling personal data which is
governed by GDPR and other acts

5.2 Architecture Constraints

Any decision that takes the ecosystem away from the quality goals’ fair value exchange,
distributed instead of centralized and secure handling of personal datai must be
avoided at all costs.

Here are some of the basic architecture principles concerning IHAN

T Architecture must support i mplementation of
happier | ife for individual so

1 Architecture must provide solutions that enable individuals to gain control over their

own data

Centralized single-point -of-control solutions are not recommended

All solutions, programs and applications must be based on a recognized requirement

or a set of requirements

= =4

1 Solutions must not be overlapping

1 Reusability is recommended

1 Solutions should be inter-operational

1 Application design must be user centric and easeof-use based

1 All solutions must be technology independent

1 New technology experiments must ensure performance and scalability

1 Architecture must enable implementations that comply with data regulations
concerning person level data (GDPR, PSD2)

1 All solutions must enable secure data management through the entire life cycle of data.

T Architecture must support nmervidupledendties of 1 ndi

1 Architecture must support logging, auditing, trust

1 Architecture must enable secure data transfer, management and storing
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6 Building Block View

The building block view shows the static decomposition of the system into components
aswell as their dependencies.In analogy to a house this is the floor plan . In the
diagram below, the IHAN ecosystem Level 1 components and their relationships are

described.

IHAN

Service Provider Layer

6.1 Whitebox Overall System

In this chapter all IHAN components are described in general. The chapter contains a
Level 1 white box description of the overall system together with black box descriptions
of all contained building blocks. Further elaboration work by Technical pilot projects
will create Level 2 descriptions with further de tails (if needed).

Scope & Context
? | A

Level 1

Level 2

2018-10-26

Data Provider Layer

Level 1 is the white box description of the
overall system together with black box
descriptions of all contained building blocks.

Level 2 zooms into some building blocks of
level 1. Thus, it contains the white box
description of selected building blocks of level
1, together with black box descriptions of their
internal building blocks. At this point no
Component is yet described on Level 2i as
first Technical Pilot Projects start producing
deliverables, the Level 2 descriptions for those
components the Technical Pilot Project is
working on will be added.
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6.1.1 Personal Service Wallet

Personal Service Wallet(PSW) is a sub-system name for all functionalities at the End
User level.

Requirements
Minimum requirements for Personal Identity Wallet are described below:

9 End User must be able tocreate a service wallet that contains his/her identities, his/her
services and logs of usage of thereof

1 End User must be ableto open Personal Service Wallet and access functional entities
contained there-in

1 End User must be ableto permanently delete a Personal Service wallet

9 End User must be ableto restore Personal Service walletthat End User has lost control
to. All Identities, Data Sources, Services and Consents are also restored.

Open issues/problems/risks
T Restore mechanism and needed functi?onal ity.

6.1.2 Personal Idetity Wallet

Purpose and Responsibilities

Personal Identity Wallet (PIW) is a component for storing Identity Records and Data
Access Records, latter of them containing access credentials used to access specific data
sources using identity.

1. Anldentity Record describes the identityi i.e. needed access credentials like
username and password

2. Zero or more Data Access Records use the identity with individual access credentials
for each data source to access data

A combination of Identity Record and Data Access Record forms the IHAN Identifier
which is used by Data Provider Access Control to provide data.

Requirements
Minimum requirements for Personal Identity Wallet are described below:

1 End User must be able to add new identities

1 End User must be able tomodify existing identities

1 End User must be able to delete existing identities

9 Wallet must support several types of identities with several authentication levels: from
strongly authenticated identities to anonymous identities managed by the user

9 Identity m ust be separated from Data Access. An Identity must be able to have zero or
more Data Access Records each of which must use the Identity combined with Data
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Source specific credentials for data access. The identity alone must not be used to

provide data access- making the role of Data Access Records (and the IHAN identifier)
essential.

o For this to work, the identity must be connected to the appropriate data set at the
Data Source. (See chapter 5.1.11 for Data Source requirements)
9 All actions in the PersonaService Wallet must be logged in Personal Log
9 It should be possible to link IHAN wallets to strong electrical identity management

systems and related identifiers, such as social security number, electrical ID number,
passport or any other data.

o Inthis case the IHAN wallet creates a link between digital and real world
9 Presentation of an identity should depend on the identity type. Some identities - like
electronic passports - render a representation of the data in a predetermined format that
can allow for a document to be used as an identification mechanism in the real world.

T When the Wallet shares a Data Access Record with a Service Provider, the Access Record

must not reveal security critical information z for example End User credentialg to the
Service Provider

Sample Functional Flow

Sample functional flow is presented below:

Sample Functional Flow

End User: Identity Provider End User: Service Provider: Data Provider:
Personal Identity (3rd Party) Personal Service Consent Directory | Data Access Control
Wallet Directory
End User
choses an
Identify fo
cormect with a
Diata Provider
T
h
End User ferify data
provides R el e T R = =3 FCoEss an
credentials credanta

Ask for Frovide
- metadats - - e metadats
T
E I T e I B !
|
¥
Create a Data .
ATCESE REC N | — | Createa Data
n_r.e:ise..ctd < Provider Entry
bry
T
!
i
I
- I
Sioae Data
Share Data -
AL 5 i ettt B i ACcest Record
Arcess Record M ot tater use
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1. End User can connect data access to an identity by providing valid credentials, so data
access can be tested.

2. If verification is successful, the Data Provider Entry in Personal Service Directory is
populated with metadata information provided by Data Access Control Management
subsystem at Data Provider.

3. A successful verification creates a Data Access Record in Psonal Identity Wallet i a
combination of identity, access credentials and data source address.

4. The record can be shared with Service Providers, so they can access data at Data
Provider without storing any End User data locally.

5. Data Providers always verify the Consent that Service Provider is using against the Data
Access Record. Access credentials can be stored in any form and Identity Wallet does not
contain clear text versions of the credentials.

Restrictions
The following restrictions should be consid ered in implementation:

9 IHAN does not depend on any specific Personal Identity Wallet systems implemented as
it manages identity as part of the ecosystem it is working in

Interfaces including Data Streams
Inbound data:
9 Identities from 3rd parties (when applicable)
0 For creating Identity Records

0 A standard API must be provided

9 Data access verification from Personal Service Directory
0 For creating Data Access Records
0 A standard API must be provided

Outbound data:
9 Sharing Data Access Records with Servicé’roviders
0 To access data with Data Providers
Technical standards

API and methods for providing identities in the Wallet from 3rd parties must be
standardized using current best practices and standardsi SAML, oAuth, OpenID
Connect or other widely used standard approach.

APl 6s provided by Personal l dentity Wall et sh
structured using JSON or XML. All communication between distributed components
should be secured using HTTPSconnections.
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Other than mentioned, there are no technology constraints that limit component
implementation - for example to use a specific programming language.

Quality and Performance
9 There may be several Personal Identity Wallet systems that should be interoperable

Open issues/problems/risks

9 The role of the IHAN identifier regarding data exchange and Data Access Records must
be defined in more detail

9 Should Ul implementation for Person Identity Wallet be considered?

1 Processes between components and component responsibilities in functional flow should
be described in more detail

6.1.3 Personal ServicBirectory

Purpose and Responsibilities

Personal Service Directory(PSD)manages End U.PersodabSer8ieer vi ce s
Directory contains descriptions of all Service Provider Services that End User has

subscribed to. Personal Service Directory is used to grant service providers access to

data providers so service providers can produce the service for the End UserAs there

can be more thanone physical Public Service Directories, the End User& Personal

Service Directory creates a logical unified view of dl services for the End User.

Over the course of time the Personal Service Directory will start forming into a GDPR
dashboard, showing different service End User has access to and what data ibehind
each identity.

Requirements
Minimum requirements for Personal Service Directory are described below:

9 End User must be able to list all Services and constrain the list based on filtersin
Personal Service Directory

1 End User must be able to add newServicesfrom Public Service Directory. If End User is
willing to start using a new service, the Personal Service DirectoryusesPersonal Consent
Directory to automatically grant the needed Consents for the Service Provider that are
required to access data from all needed [ata Sources. This nformation is stored in
Service PREonsemtDbdeedsory. Service is also stored
Personal Service Directoryand Consents are linked to it.

1 End User must be able to modify existing Services

1 End User must be able to delete(unsubscribe) existing Services If a Service is deleted,
the corresponding Consentd galidity must be terminated.

1 Changes to ServiceProvider Services need to be automatically updated in all End Users
Personal Service Directories
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9 Personal Service Directorycould also actively propose new services throughii Dat a
Sour ces ASeraide Hiscdvéryepoocess, which requires optin from the End User
for specific and narrow kinds of Services which are available for the End User based on
the Data Sourcesthe End User has in his/her Personal Identity Wallet.

9 Personal Service Directory could also actively propose new servicestho ugh A Dat a
Sources Missingo Se awialefor the EndUser baseg onghebatae s s
Sourcesthat End User does not havePersonal Identity Wallet , but these Data Sources
are common to the user profile End User has. For example, even if End User has not
connected his/her bank as a data source- where account transactions would be available
- it is reasonable to assume that the End User could have this Data Source from any bank
available. Hence this prompts the End User to connect more Data Sources to his Identity
Wallet.

9 End User could rank a Serviceand this information could be stored in Public Service
Directory

Sample Functional Flow

1. Personal Service Catalogcontains a record of all current and past Services of the
End User.

2. To find new ones End user browses the Services in hisPersonal Service Directory
and seesthemini Avai | ab hieeson sve.cdéron

3. When user finds a Servicethat he wants to start using, he signs up forit. If a
Service Provider wants to use data locatedin external sources (Data Providers), it
needs to ask fora ConsenttouseitConsent i s st oPesonali n End
Consent Directory.

4. Service Provider is provided with Consents containing all needed Data Access
Records to retrieve data from all related Data Providers.

Restrictions

Interfaces including Data Streams
Inbound data:

9 Servicesfrom Public Service Directory

0 For subscribing to new Services

i Data Sources from Personal Identity Wallet
0 For subscribing to new Services

Outbound data:
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9 Consents toPersonal Consent Directory

0 Personal Service Directory uses Data Source information to create needed
Consents

6.1.4 Personal ConserDirectory
Purpose and Responsibilities

Personal ConsentDirectory (PCD)storesallEnd Us er 0 gived o Seavicer t s
Providers. Service Providerswill use this information to access datafrom Data
Providers.

Personal Consent Directory contains Consent information for each service. Each
Consent defines all Data Access Recordghat will be used to request datafrom Data
Providers. There will be at least one Data Access Record for each Data Provider from
which Service Provider will ask data.

In these Consents there will be information for the Service Provider about the Data

Providers, but the actual Data AccessRecord - which will be further sent to the Data

Providers - will be encrypted in a way that only the Data Provider can read it. This is the

mechanism how the Data Provider will trust that the origin for the data request is

coming of thisexactEndUser. Ther e i sn6ét any need to check th
End User.

Requirements

Minimum requirements for Consents and Personal Consent Directory :

M End User will create Consents whichmust be stored in the Personal Consent
Directory

1 These Consentanust have at least two parts:

o Part 1must be readable only to the Service Provider andmust contain
information about the Data Providers (interfaces for metadata, and data
request)

o Part 2 must be encrypted for the Data Provider in a way that only the End
User and the Data Provider can understand it. Service Provider will send
this part fAblindlyo to the Data Provide

o There could be multiple Part 2 i type of elements, one for each Data
Provider

Sample Functi onal Flow
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CONSENT CREATION

Encrypted Consent sent from End User to Service Provider

End User

Service WALLET:
Service UUID - "
Service APls
Dara Service UUID
Dara Service APls

loenmimy Warer: —
Enp User UUID
ReLaten Service/Data Seavice UUID
IHAN UUID

< Consent to: Service Provider >

< Data search
< Data provider

‘ Dataset (IHAN UUID)

Encrypted part for each Data Provider
< End User UUID >
< End User IHAN UUID >

< Data search criteria >

‘ Defined for each Data Provider /

Further sent from

_— Service Provider to

each Data Provider

DATA REQUEST MANAGEMENT

Encrypted Consent sent from End User to Service Provider

< Consent to: Service Provider >

tion API >

< End User UUID >
< End User IHAN UUID >

< Data search criteria >

‘ Defined for each Data Provider /
‘ Dataset (IHAN UUDI)

Service Provider to

Encrypted part for each Data Provider cach Data Provider

Restrictions

Data Provider 1

Data Provider 2

Data Provider n

The encryption/decryption mechanism as well the needed Secured Key Exchange
mechanism are outside of the scope of this IHAN Blueprint. However, these
mechanisms are mandatory for each implementation.

Interfaces including Data

Streams

Consent creation will have interfaces to Personal Service andPersonal Identity Wallet s
and uses information from these components.
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Consents will be sent to a relevant Service Provider based on information from the
Service Wallet.

Open issues/problems/risks
1 Consent structure

1 Security mechanisms (encryption/decryption, key exchange)

6.1.5 Personal Log
Purpose and Responsibilities

PersonalLog(PL)i s t he End Usero6s private | og that st
following processes:

1. ldentity changes

2. Service changes and usage

3. Data usage
All actions in the Personal Service Wallet are logged in Personal Log.
Requirements

1 The following processes mustreatea log entry to Personal Log
0 ldentity changesz for example a new Identity Record is crated, |.e. a new identity
provider (31 party) and credentials are linked to the Personal Identity Walletor an
existing one is remared or modified
0 Service changeg for example a new Service Provider is added to Personal Service
Directory
0 Service usage for example the End User uses a service provided by a Service
Provider
o Data usage for example a new Data Access Record is created to be used with a
selected Data Provider or a Service Provider uses a Consent to access data for a Data
Provider
9 Personal log must contain all personal log entries associated with the End User regardless
of the system or actor that performs the operation
0 This leads to the requirement that Personal Log, Service Provider Log and Data
Provider Log must be connected to each othén a standard way. Service Providers
and Data Providers must either have access to End User Personal Log API or the logs
must be controlled as a shared ledger.
9 Personal Log must not contain other than personal log entries, i.e. entries of operations
concerning the End User who owns the current Personal Log
1 Log entries must be created in standard format containing at least the following information
o0 What operation was performed?
0 Which component/system performed the operation?
o0 Which component/system received information about the End User?
0 What End User information was handed over?
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0 When was the operation performed? (timestamp)
o Did the operation succeed?
o Which consent was used?
9 Personal Log must provide standard APIs for creating and retrieving logntries
0 Personal Log APIs must be secured on personal and system level. Access to write log
entries must be restricted to authorized systems only. Access to retrieve Personal
Log entries must be restricted for End User only.
1 Personal Log must comply with PR, so personal information like identifiers, personal
information and credentialsz must not be logged.
9 Personal Log entries must be accessed only by the End User and by using Personal Service
Wallet functionalities to do so. Personal Log entries mustot be accessed from outside
Personal Service Wallet.

Sample Functional Flow

Sample functional flow is presented below:

Personal Log (when using shared ledger)

Service Provider: Data Provider: End User:
All components All components All components
Loggable Loggable operation Loggable
operation performed operation
performed (for example data performed
(for example access through a (for example
Senice usage) specific Consent) identity change)

Y h 4 v
Write to Service Write to Data Write to Personal
Provider Log Provider Log Log

Sync service data operations — Sync personal data operations

Service

Personal

Provider Sync personal Service operations Log

Log

Shared Ledger
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It should be noted that the diagram above illustrates the functionalities of logging when
a shared ledger system is used. Another option is to provideaccess to logging APIs
across layers and components.

Restrictions

9 Personal Log is a storage for logentries. It provides APIs for creating and retrieving log
entries does but does not provide a user interface. A user interface may be built
separately.

Interfaces including Data Streams
Inbound data:
9 Log entries from End User components
o For creating log entries
0 A standard API must be provided
Outbound data:
1 Log entries for End User
o For End User to access log entries
o A standard API must be provided
1 Log entry synchronization between service layers

0 To synchronize log entries between End User, Service Provideland Data Provider
Logs

o Only if shared ledger approach is used
Technical standards

APl 6s provided by Personal Logs should be RES
JSON or XML. All communication between distributed components should be secured
using HTTPS-connections.

Service Providers and Data Providers must either have access to End User Personal Log
API or the logs must be controlled as a shared ledger.

Other than mentioned, there are no technology constraints that limit component
implementation - for example to use a specific programming language.

Open issues/problems/risks

1 APl vs. Sharedledger approach must be discussed further

o The approach defines how to implement APIs and interoperability between logs
on different layers
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0 There must be a way tocontrol the number of logs created and stored in each
layer - which depends on the selected approach

6.1.6 Public Service Directory

Purpose and Responsibilities

Public Service Directory (PUSD)c ont ai ns records of all connect
ServicesandDat a Provider 6s data sources

Requirements
Minimum requirements for Public Service Directory are described below:

I Service Provider must be able to add newServices

Service Provider must be able to modify existing Services

Service Provider must be able todelete existing Services

Service provider must be able to list all Data Sources providing specific data elements
Data Provider must be able to add new Data Sources

Data Provider must be able to modify existing Data Sources

Data Provider must be able to delete existing Data Sources

9 End User must be able to list all Services and constrain the list based on filters

=A =4 =4 4 -4 -4

Sample Functional Flow
1. Data providers register Data Sources
2. Service Providers build Services that use these Data Sources and possibly own data
3. Service Providers register Services
4. End users discover Services
5. End Userssubscribe to Services

Restrictions

There can be more than one physical Public Service Directories. (End Users Service
Directory creates a logical unified view of all services for the End User)

Public Service Directory must contain entries for all Services and all Data Sources

Any change to a Service is automatically conveyed to Personal Service Directory of those
End Users that are subscribing to the service

Any change to a Data Source is automatically conveyed to those Services that havée
subscribed so regression testing need due to this change be assessed by the Service
Providers
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Service Providers must register their Services into the Public Service Direcbry with an
entry that contains needed information about the Service so End Users can use this
information when discovering Services

Data Providers must register their Data Sources into the Public Service Directory with
an entry that contains needed inform ation about the Data Source, so Service Providers
can use this information when creating their Services.

Interfaces including Data Streams
Inbound data:
1 Servicesfrom Service Providers
0 For creating Services
0 A standard API must be provided (TODO: add this to requirements)
9 Data Sourcesfrom Data Providers
0 For creating Data Sources
0 A standard API must be provided (TODO: add this to requirements)
Outbound data:

9 Public Service Directory offers list of Services,so End User can discover new services in
his Personal Service Directory.

1 Public Service Directory offers list of Data Sources,so Service Provider can discover new
data sources to be used in their Service.

9 Public Service Directory offers list of Data Source for a particular Service so End User
can connect new Data Sources so more Services would become available

Technical Standards

APl 6s pr @ublic@ervite irgctory should be RESTful. Data should be
structured using JSON or XML. All communication between distributed components
should be secured using HTTPSconnections.

Other than mentioned, there are no technology constraints that limit component
implementation - for example to use a specific programming language.

Quiality and Performance
Public Service Directory services need to always available
Open issues/problems/risks

1 Service Provider / Data Provider identity needs to be managed
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1 Can we have a world where anybody can freely creat@ Public Service Directory
or does adding or removing one needs tobe approved by some kind IHAN
governing body?

6.1.7 Service Provider Service Directory

Purpose and Responsibilities

Service Provider Service Directory(SPSD) containsr e cor ds of a Service P
Services in more detall

Requirements
Minimum requirements for Data Source are described below:

9 Service Provider must be able to add newService
1 Service Provider must be able to modify existing Service
9 Service Provider must be able to delete existingService
9 Service can be started
0 When End User requests the Service or
o End User has granted the Service Provider to start the service based on any
combination of following
A some triggered event,
A schedule or
A Service Provider's own service related process /automated process

Sample Function al Flow

1. Service Provider creates a Service and attaches needed metadata descriptions to
it

2. Service is automatically listed in Public Service Directory when Service Provider
promotes Service to be a production version

Restrictions

Public Service Directory must contain entries for all Services

Any change to aServicesis automatically conveyed to Public Service Directory
Open issues/problems/risks

How to handle production, pilot and development instances of Services
6.1.8 Service Provider Consent Directory

Purpose and Responsibilities

Service Provider Consent Directory (SPCD) contains records of all received Consents
from all End User wusing Service Providerds Se
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Service Provider Consent Directory contains Consents from End Users. There will be

two identical version ofa Consenti End User 6s and Service Provid
Consent will be further sent to Data Providers which will also store this part of the

Consent to their Data Access Control component (Data Providers Consent Directory).

There might be a solution where Consents are stored alsanto trusted 3t party 7 either
in same format or as a has created from the original Consent.So, both parties have a
possibility to proof the content of the Consent.

Personal Consent Directory contains Consent information for each service. Each
Consent defines all Data Access Records which will be used to request data from Data
Providers. There will be at least one Data Access Record for each Data Provider from
which Service Provider will ask data.

In these Consents there will be information for the Service Provider about the Data

Providers, but the actual Data Access Record which will be further sent to the Data

Providers, will be encrypted in a way that only the Data Provider can read it. This is the

mechanism how the Data Provider will trust that the origin for the data request is

coming of this exact End User. There isnbt an
End User.

Requirements
Minimum req uirements for Consents and Service Provider Consent Directory:

M End User will create Consents which will be sent to Service Provider and then
stored in the Service Provider Consent Directory

1 These Consents will have at least two parts:

o Part 1 will be readalde only to the Service Provider and contains
information about the Data Providers (interfaces for metadata, and data
request)

o Part 2 will be encrypted message to the Data Provider in a way that only
the End User and the Data Provider can understand it. Sewice Provider
will send this part Ablindlyo to the Da
in Part 1.

o0 These can be multiple Part 21 type of elements, one for each Data Provider
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Sample Functional Flow

DATA TRANSFER

Service Provider Data Provider

Information from _ Request for data information

—» Data transfer interface
Data transfer mechanism (protocol)

Metadata information

provider " Consent decrypt.
Datasend

Data received confirmation

Interfaces including Data Streams
Service Provider will receive Consents fromEnd Users.

The Consent will be divided for several messages, one for each Data ProvideThese
messages will containinformation from the Service Provider to the Data Provider as
well as the encrypted message fom the End User.

Open issues/problems/risks
1 Consent structure
1 APIs

1 Security mechanisms

6.1.9 Inbound DataAdapter
Purpose and Responsibilities

|l nbound Data Adapter (I DA) is the inbound dat
Service to receive data fromData Providers. IDA is an interface that isolates incoming
data from Service Providers operational systems (service production).

Requirements

IDA must
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T

receive incoming data

decrypt the data
decompose the data

deliver the data to the service production

Sample Functional Flow

Inbound Data Adaptor basic flow

Data Provider Service Provider Operational Systems

Data Transfer

Receive

Decrypt

Decompose

Service Production

Deliver

Restrictions

Interfaces including Data Streams

IDA communicates with the Data Providers Outbound Data Adaptor and Service

Providers operational systems (service production).

Incoming data

T

encrypted data package
0 metadata
o0 identifier

o0 data

Outbound data

1

decrypted and decomposed data
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Technical standards

APl 6s provided by Data Access Control shoul d
using JSON or XML. All communication between distributed components should be
secured usingHTTPS-connections.

Quiality and Performance

Open issues/problems/risks

1 is the decomposition of the data (interpretation according to metadata) in scope
of this component or the receiving service production component?

6.1.10Service Provider Log
Purpose and Responsibilities

Service Provider Log(SPL)i s t he Service Providero6s interna
entries created on Service Provider Layer. Service Provider Log contains both public and
private sections of Servi cetoservices arelleggedas | og en
public entries. Invocations of services including usage of Consents and data access are

logged as private entries. Data itselfi whether provided by a Service or Data Providers-

is not logged.

Requirements

1 The following processesmust createa log entry toService ProviderLog
0 Service changeg for example a new Service is added, or an existing Service is
modified or removed from the Service Provider. Service change logs must be public.
0 Service usage for example the End User usea service. Service usage logs must be
private.
o Data usage for example a Service Provider uses a Consent to access data for a Data
Provider. Data usage logs must be private.
Service Provider Log must contain all log entries associated with the Serviceo®ider
9 Service Provider must provide logs concerning End Users.e. service usage and data usage
logs- also for End User Personal Log (since End User Personal Log must contain all
information about operations concerning the End User)
0 This leads to therequirement that Personal Log, Service Provider Log and Data
Provider Log must be connected to each other in a standard way. See requirements
Al O Op8p8u 0AOOITAI ,1cos8
1 Log entries must be created in standard format containing at least the following information
What operation was performed?
Which component/system performed the operation?
Which component/system received information about the End User?
What End Uselinformation was handed over?
When was the operation performed? (timestamp)
Did the operation succeed?

=

O O O 0O 0O O
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o Which consent was used?

9 Service Provider Log must provide standard APlIs for creating and retrieving log entries
0 Service Provider Log APls must be securemh system level. Access to write log
entries must be restricted to authorized systems only. Access to retrieve log entries
must be restricted for Service Provider administration only.

1 Service Provider Log must comply with GDPR, so personal informatietike identifiers,
personal information and credentialsz must not be logged.

Sample Functional Flow
See Al1.1.5 -BampbeaFuhogi onal FI owo.
Restrictions

1 Service Provider Log is a storage for log entries. It provides APIs for creating and
retrievi ng log entries but does not provide a user interface. A user interface may be built
separately.

Interfaces including Data Streams
Inbound data:
9 Log entries from Service Provider Layercomponents
O For creating |l og entries in the component ds
0 Astandard APl must be provided
Outbound data:
1 Log entries for Service Provider administration
o For administration to access log entries
o0 A standard API must be provided
1 Log entry synchronization between service layers

0 To synchronize log entries between EndUser, Service Provider and Data Provider
Logs

o Only if shared ledger approach is used
Technical standards
See Al. 1.5 -Pecbonabl LBgandar dso.
Open issues/problems/risks

See Al1l.1.5 -Bpesonasuesfprobl ems/ riskso.
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6.1.11Data Source

Purp ose and Responsibilities

Data Source(DS)i s Data Provideroés detailed descripti:

Data Providers can register their Data Sources on the Public Service Directory. Data
Source Description contains both technical and human-readable documentation of the
data source.

Requirements
Minimum requirements for Data Source are described below:

91 Data Provider must be able to add newData Source
91 Data Provider must be able to modify existing Data Source
91 Data Provider must be able to delete existing Data Source

Sample Functional Flow

1. Data Provider creates a Data Source and attaches needed metadata descriptions
to it

2. Data Source is automatically listed in Public Service Directory when Data
Provider promotes Data Source to be a production version

Restrictions
Public Service Directory must contain entries for all Data Sources
Any change to aData Sourceis automatically conveyed to Public Service Directory
Interfaces including Data Streams
Outbound data:
9 Data Sourcesfrom Data Provider to Public Service Directory
Open issues/problems/risks

How to handle production, pilot and development instances of Data Sources

6.1.120utbound Data Adapter

Purpose and Responsibilit ies:

Outbound Data Adapter (ODA) is the transfer point for Data Providers to send data to
Service Provider. Outbound Data Adapter is an interface that separates outgoing data
from Service Providers operational systemsi.e. the actual data sources

Requirements

ODA must
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receive the requeg from the Data Access Control

choose the appropriate data transfer mechanism

= =4 =4

send the data to Service Providers Inbound Data Adaptor
1 verify the delivery of the data

Sample Functional Flow

Outbound Data Adaptor basic flow

Data Provider Service Provider
Data Transfer
Receive
Choose transfer
mechanism
Deliver Receive

Restrictions
Interfaces

ODA communicates with the Data Access Cortrol and the Service Providers Inbound
Data adaptor.

Incoming

1 decrypted data package
Outbound

1 decrypted data package

Technical standards

2018-09-26 37 IHAN Blueprint v1.1



t

APl 6s provided by Data Access Control shoul
using JSON or XML. All communication between distributed components should be
secured using HTTPSconnections.
Other than mentioned, there are no technology constraints that limit component
implementation - for example to use a specific programming language.
Quiality and Performance
Openissu es/problems/risks
1 should the verification be described here or is it part of the infrastructure or
delivery mechanism?
6.1.13Data Access Control
Purpose and Responsibilities
Data Access Control (DAC) is a component that orchestrates the process ofeceiving
data requests,identifying individuals and associated data, accessingthe data and
delivering it to Service Provider(s).
Requirements
DAC must
1 receivethe Consent
1 decrypt the Consent
1 verify the Consent
1T accesses end user O0€onseatt a i dentified in
1 encrypt the data
1 deliver the data to the Outbound Data Adapter
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Sample Functional Flow

Data Access Control sample flow

Service Provider Data Provider Internal Sources

Datz Reguest )
Receive

Decryption of Data Access
Record from the End User
using keys exchanged in
the End User registration
process

Decrypt
Verify Verify
QK2

Get Data Data Sources

N

Encrypt

Outbound Data
Adaptor

Restrictions
Interfaces including Data Streams

DACcommunic at es wi t h S eDatmiReqaestatwRravider 6 s Out bound
Data Adapter and internal data sources.

Technical standards

APl 6s provided by Data Access Control should
using JSON or XML. All communication between distributed components should be
secured using HTTPSconnections.

Other than mentioned, there are no technology constraints that limit component
implementation - for example to use a specific programming language.

Quality and Performance
Open issues/problems/risks

1 Does the DAC communicatedirectly with the actual data source?
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6.1.14Data Provider Log

Purpose and Responsibilities

Data Provider Log(DPL)i s t he Data Providerds internal

created on Data Provider Layer. Like Service Provider Log, also Data Provider Log
contains both public and private sections of log entries. All changes to data sources are
logged as public entries. Access to data are logged as private entries. Data provider
contents and data itself T whether provided by a Service Provider in data service
invocation or Data Providers - is not logged.

Requireme nts

9 The following processes must create a log entry to Data Provider Log
0 Data source changeg for example a new Data Source is added, or an existing Data
Source is modified or removed from the Data Provider. Data Source change logs
must be public.
o Data acessz for example a Service Provider uses a Consent to access data from a
Data Provider. Data usage logs must be private.
Data Provider Log must contain all log entries associated with the Data Provider
9 Data Provider must provide logs concerning End Users.e. data access logsalso for End
User Personal Log (since End User Personal Log must contain all information about
operations concerning the End User)
0 This leads to the requirement that Personal Log, Service Provider Log and Data
Provider Log must ke connected to each other in a standard way. See requirements
Al O Op8p8u 0AOOITAI ,i1cos8
1 Log entries must be created in standard format containing at least the following information
What operation was performed?
Which component/system performed the operaion?
Which component/system received information about the End User?
What End User information was handed over?
When was the operation performed? (timestamp)
Did the operation succeed?
o Which consent was used?
91 Data Provider Log must provide standard APIs facreating and retrieving log entries
o Data Provider Log APIs must be secured on system level. Access to write log entries
must be restricted to authorized systems only. Access to retrieve log entries must be
restricted for Data Provider administration only.
91 Data Provider Log must comply with GDPR, so personal informatietike identifiers,
personal information and credentialsz must not be logged.

=

O O O O O O

Sample Functional Flow
See nl1.1.5 -BampbeaFuhogi onal FIl owo.

Restrictions
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91 Data Provider Log is astorage for log entries. It provides APIs for creating and retrieving
log entries but does not provide a user interface. A user interface may be built separately.

Interfaces including Data Streams
Inbound data:
1 Log entries from Data Provider Layer components

O For creating |l og entries in the component 0Ss

0 A standard API must be provided
Outbound data:
1 Log entries for Data Provider administration
o For administration to access log entries
o0 A standard API must be provided
1 Log entry synchronization between service layers

0 To synchronize log entries between End User, Service Provider and Data Provider
Logs

o Only if shared ledger approach is used
Technical standards
See Al1.1.5 -Pecbohabl L6gandardso.
Open issues/problems/risks

See fPersohalllog-Open i ssues/ problems/ riskso.
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7 Runtime View

This section is intentionally blank
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8 Deployment View

This section is intentionally blank
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9 Governance and External Stakeholders

As the IHAN project at Sitra is time bound we are already now at the beginning setting
up the permanent governance structure to ensure seamless transition from project
mode to steady state mode. The initial documentation is created by IHAN project itself,
but as technical pilot projects start to create components they will elaborate on the
documentation of specific components. To ensure a well working ecosystem through

interworking components the IHAN Blueprint itself

i document containing all

documentation - and any other IHAN related documentation is to be governed by
followin g workgroup structure:

BSG IHAN
IHAN Business Models

TSG ISA
IHAN Services & System Aspects

TSG ICSI
IHAN Core System &
Internetworking

TSG IAM
IHAN Access Mechanism

Architecture including component
definitions as a part of the
architecture

Interworking with external
systems

ISAWG1 ICSIWG1 IAM WG1

Services and features Technical specifications per Protocols
component

ISA WG2 ICSI WG2 IAM WG2

Smart contracts

ISA WG3
Privacy and Security

ICSI WG3
Data transport and routing

IAM WG3
Performance and Conformance
aspects and testing

ISA WG4
Maintenance and Billing

ICSI WG4

Identity management

Each Working Group can create specific subworking groups to work on more detailed
items that report to the parent working group. Note: Not all working groups are
established in the beginning and currently the only one up and running is ISA WG1,
where IHAN Tech Team is writing this document.

9.1 IHANBusiness Steering Group

IHAN Business Steering Group is the overall governing body of IHAN Blueprint stating
all business requirements. There are no working groups as of this moment under it, but
these can be formed and dissolvedater

IHAN BSG Business Models
Terms of reference Scope
A BSG Business Models is the overall governing | A Business models and earning log for IHAN
body of IHAN Blueprint making decisions ecosystem
about document structure
Responsibilities Outputs
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A Specification of business requirements and A The outputs of this steering group will be
definition of business models within the Business requirements, or changes to these.
IHAN ecosystem. Once approved, they shall form the basis for

the work for the IHAN ecosystem

Current participants

On highest level IHAN will be run as single simplified SAFe portfolio which is managed
by IHAN BSG aslean Portfolio Management 7 IHAN BSG has the highest level of
decision-making and financial accountability for a IHAN portfolio. IHAN BSG will also
appoint
A Epic Ownersi They take regponsibility to break down the requirements into
Epics and Enablers that will be managed as IHAN Backlog using IHAN Kanban
A Enterprise Architect 7 This person works across value streams and programs to
help provide the strategic technical direction that can optimize portfolio outcome

IHAN Community

Portfolio
Context -
Ma m
. Epic Enterprise Enabler
¢ Owners Architect
“ 20 [ =
Strategic MA2A 8 =t _— - | .
Themes Lean c = | .
Portfolio Mgmt (@ —
x NFRs
Backlog Scaled Aqile

The following IHAN PSG managed portfolio -level artefacts help describe the strategic
intent :

A BusinessEpicsi Capture and reflect the new business capabilities that can only
be provided through cooperation among value streams.

A Enabler epicsi Reflect the architectural and other technology initiatives that are
necessary to enable new Features and Capabilities.

A Strategic themesi Provide specific, itemized business objectives that connect the
portfolio to the evolving enterprise business strategy.

A Portfolio Backlog i Is the highest-level backlog in SAFe. It holds approved
business and enabler epics that are required to create gortfolio solution set.
This provides the competitive differentiation and/or operational efficiencies
necessary to address the strategic themes and faciléte business success.

Lean Startup strategy r ecomeesured se aa nhdi gchylcyl ei tfeo
product innovation and strategic investments. Applying this model to epics provides the
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https://www.scaledagileframework.com/lean-portfolio-management/
https://www.scaledagileframework.com/epic-owner/
https://www.scaledagileframework.com/enterprise-architect/
https://www.scaledagileframework.com/epic/
https://www.scaledagileframework.com/enablers/
https://www.scaledagileframework.com/strategic-themes/
https://www.scaledagileframework.com/portfolio-backlog/

economic and strategic advantages of a Lean startu@ managing investment and risk
incrementally 8 while leveraging the flow and visibility constructs that SAFe provides

IHAN Backlog is the highestlevel backlogand pilot project backlogs will be subordinate
to it. It provides a holding area for upcoming business and enabler Epics intended to
create a comprehensiveset of Solutions, which provides the competitive differentiation
and operational improvements needed to address the Strategic Themes and facilitate

business success.

IHAN Kanban makesthe work visible and creates Work-in-Process (WIP) limits to help
assure that demand is matched to thepilot project capacities.
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